The Pima County Democratic Party offered techrecglertise June 18, 2007 letter
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ARIZONA ATTORNEY GENERAL
400 West Congress Street, #8-313
Tueson, Anzona B5701-1367

Dear John:

Thank you for vour prompt respense 1o my inquiry about SATC. We helisve SAIC does not
fit the profile you suggest of a neutral corporation with 4 reputation that would he helpful in
resalving the issmes in this investipation, Their sugpestion of a “rsk assessment™ is nol what
is required,

Ifthe goal is to determing whether the RTA eleetion results were manipulated, we have a
couple of suggestions. Your offics is nodoubt gware of the muluple security holes in the
[ebold product line and, if not, [ have attached four reports that deal with those issues. You
may nat be aware that Pima County purchased a “hack wol™ known as a “cropseanner” that
would enable them to tamper data before it goes mto the central computer.

The Dizbold precinet optical scan machines can be “electronically pre-stuffed ¥ The Blaclk
Box Veiing Report of Tuly 4, 2005 by Harri Hocsti which iy attiched discusses this possible
method. While the memory card format in the Diebold precinct optical scanner is very
ohscure, a card reader sold by Cropscanner, Ine, can be used Lo pragram the memory cards
and “pre-stuff” them eleetromcally so that they will roduce fake records of both the
electrome vote and end-of-day tally tapes. After the publication of that report. Pima County
bought one of the machines that would allew them to program the precinet memory eards.
We strongly recommend that your office identify the purchase arders Tor this device,
determine where 1t was stored and whether or not there were any access controls lor it This
device is essentially a burglary tool for elections.

You should afso note thal per the BBV/ | lursti report, talsifving the end-of-day precinct
scanner printouts by way of hand-cditing the memory card contents with a cropscanner is
wmsually difficult. See Appendix D of the report for what the programming looks |ike. It is
VEry easy 10 introduce typos into the output and a pattemn ol such typos is canse for concern.
If vou then have GEMS generate the cards normally via the pre-election RTA database and



ereate papar tape owpul based oo those, vou wall be able to determine 11 the twpos ars simply
dus to mistakes in configuring GEMS. Il not, {in other words. 1f the GEMS-based output
looks zood), tvpos in the actual clection tapes would be evidenee of hand-adits.

We have a specific suggestion for an examination of the datsbase relating o the RTA. Cur
supgestion [or testing 1he central tabulalor data files 15 as follows:

1) Write a program in Visual Basic that takes all versions of a
pardeular election's MDB data files and produces reports as to
which 1lems 1n which tables have changed between iterations. ln
giher words, for every election there 15 a Logic & Accuracy test
heforehand, then various “snapshaets™ of the datg as scanning
progresses, then the final data file containing all votes, then the
post-election L & A, Some of thess will, ol course, legitmately
change (vore totals and audit log, maybs more) but ather tables
should remamn identical throughout: candidate intormation and [Ds,
ballot layouts, ballot reiation information and much more. The
small custom program would scan through all variations of the data
and reporl varations by table, field and line number (“record™). A
human could then check cach variation and determine whether or
not it's an indicator of fraud. Flipping candidate ID numbers is the
single easiest hack and mizght be caught quickly with this process it
the pre-election L&A wasn't Taked or edited to match later.

g In Diécember of 2006, the Pima Democratic Party obtained a pubhic
recard we will be happy to share with you: a complete directory
listing of both cenwal tabulator stations. These el vou Lhe
date/im= stamps and file sizes for all the data files, Whan you
obtain access to the same lung, compare with our December 2006
data. Iffile dateftimefsize oumbers related 1o Lhe RTA race have
changed betwesan 12/06 and present, it means somebady tampered
with the files berween lhose dates. probably to cover up prior
misconduct. We will supply any declarations from our teeh peaple
needed 1o establish chain of custady on the 12/06 dateftimedsize
data.

3 Find the paper results from the oripginal pre-election and post-
alection L&A tests on file with the office. Take the L&A data files
and Tun what their results should be (summary reports and cards
castreports). Compare the paper from that time pariod with the
glectronic results today. If somebody was a very careful hacker
and tampered with the main data Gles, they'd go back and make the
L&A data files match, Dutthen the current versions of the Lé:A
files won'l match the old paper. Ifthe old paper isn'l available, the
election conficuration file (GEMS data file) is supposed to be
recordad with Secretary of Statz Jan Bréwer's office — yvou might
try bocating that file to determine if the county L&A dala file wuas
modiied later to copform with hacking of the main vote tally data.



4 For eacl interation of the data throughout the cleetion thar conrtains
voles, print the “cards cast™ report and build a line graph showing
the pragression of votes taken in. Then do the same for summary
reports and graph the rising swing of each candidate over ume.
What vou're lookine for are instances of candidales “spiking™
outstde the normal patem. They should progress upward fairly
sleadily, “Spikes” are causes for concem-look carefully at whar
people are doing in the zlections office al the moment a “spike™
happens. Do the saume for uther elections just to note whar the
paterns look like, In our experience, theéy vary by no mare thana
pereent or two throushout the electon,
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Taliy the results for the mail-in vole as compared to precinct
voling. The methods available for tampering with veles varies
berween them. Sigmificanl dispanites can be indicators of trouble.
of at least a starting pownt for further digging, As one example:
hail-In votes are never stored on an optical scan memory card of
the mype the “Cropscanner” can manipulate, so that whols class of
lamnpering isn't available for mail-n votes. It would be very
pussible 10 see ampering in one vote pool or the other leading to
hig shifts beiweon them, or tampering in both but with different
techniques and hence different amounts and patterms of swing.

"The sugg=sted prosedure we have outlined is quite simple and does not require a corporation liks
SAIC. Ths Arizona Senate last session hired Professor Douglas W, Jones of the Thuversity of
Iowa Department of Compuier Science to consult with them concerning the LD20 Republican
Primary af 2004, He produced a report that T have not seen bul should be available to your office
and would serve as an example of the kind of independent review he 1s capable of.

The University of Connecticut, John Hopkins 1niversity, Princeton Universiry und the University
of California at Berkeley are all quite sapable of the typs of independant review vou are seeking,

SAIC is a huwe corporanon with unsolvable conflicts of interest, In 1991, SAIC was charged
with falsifying data subminied to the E.P A, Ultimalely the company plead guilty to ten counts of
making false statements or ¢claims and paid 81.3 million in fines and resiitution, Witk regard ©
the clecironie voting indwestry. we feel that SALC has too many conflicts of mterest for them o
perform a truly independent cxamination — they have consulted on electronic voting matiers tor
both county clients and voting svstem vendors. They can be desertbed a8 having a vested inerest
in the “status gquo’ of electronic voling. Any proed of (faud in an electronic voting system would
ham thes stamis quo within that induostry.

I was umelear if your reference to a simularion project was what our experts refer Lo as a “red
team attaclk,” atzo known as a planned intrusion dttempt. | have delivered with this leter a 200
pape unredactad repart prepared by SAIC for the State of Maryland. Thart report answers many
of the risk assessment questions that their offer seems to contemplate and strongly indicates that
norisk assessiment’” 1w necessary. My expers assare me that Diebold's secunty 1ssues have not
changed significantly since 2003, with the exception ol 4 hard-coded password [ur the
wuchsereen voling machines (formerly “11 117 nationwide), The 2003 SATC report is still



timely.

The Ohio report that 1 provided 1o your office is an example ol another type of collaborative and
independent examination of an entire election,

AE you are aware it may be difficult 1o demonstrate the RTA election was manipulated or
flipped, Based upaon testimony we know that one person operated the camputer during the RTA
ballot counting process, We have reason o believe that data may have been exported from
GEMS during the coumting process, That same person has been in charge of the coniputer ever
since including more than six months after the Democratic Parry asked for copies of the database
over six months ago. We know that he has in [act been testing the database. Whether alierations
or deletions have been made we have notl been able to check.

Christopher Straub claimed in a pleading filed with the Superior Court that everyons having
anything to do with the county elections computer system had a real risk of criminal exposure.
I'm sure he did not mislead the couwrt and 1 do not want to misquote him, so I will quote the
county's pleading.:

Indeed, during the Allorney General's investigation, any attempt by
counsel [or either sids to elicit testimony from anvbody invobred with
Fima Countv's Division of Elections or the Pima Counry elections
compuler system tuns a significant risk of impacting that witnzss's
constitutional rights and cliciting an assertion of the Fifth-Amendment
privilege.

(P.4, Defendant's Reply in Suppaort of Motion Tor Stay of Proceedings)

Accepling the truthfulness of that assertion 1o JTudee Miller means thar caution should be
exercised n collaborating with the county on the scope of an ¢xaminanon. They have speut
menths analvzing (heir data base as they have opposed any examination by the Pima County
Democratic Party. Furthermore, that examination has been conducted by the same persons wha
are expected To refiuse to answer questions because it would ineriminate them i eriminal activity.
Y ou may take responsibility for the selection of SAIC, butl we are concemed that Pima County
may have suepested a known compromised potential examiner for an examination of their
misconduct

W think thar serious consideration should be give to a full hand count of the RTA ballots which
Counly Adminisirator Charles Huckelberry elaims are siill in g secured facility, A hand ¢ount
could be done with volunteers ar hired persons from the election pool of workers. The hand
count could be done in public and certainly would give the public the re-assurance they need thar
the vote count was aceurate. Such a count would be less sxpensive and much more certain than a
compitter data analysis. An expert such as Profession Jones who has seen a lot of ballots could
examine the papesr ballots and readily determine the likelihood that those ars the genuine ballots.

In 1897, | was an attorney in a lawsunt concerning the City of Tueson General Election {or the
eleciion of three council persons. The City joined us in requesting a hand re-count of all the
Citv's ballets. The hand recount proceeded quickly and without ineident, The problem in that
election tumed oul Lo be defective paper that resulted in some 9,000 votes not being counted by
the machine. | mention that example because the recount of three council races on punch cards






