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Injury and Wrongful Death

KENNETH K. GRAHAM
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PARALEGALS
SUSAN J. ADLER
RHONDA L. DAVIS
ELENA TAPIA

July 14, 2008

Subject: Part 2 Exhibits to letter to Terry Goddard; Attorney GelngfrArizona,
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Correption investigation '
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T Page 1|

ohn Evans
Shamos, Michael
Re: Pima County Elections issue
Thanks for your thoughts. Ve nieed to get this done in the next two months or at least well along, so we
have fo move on.

Regarding your questions, the initial issue is about the absentee ballots that were run before the first
summary report. The next question is whether after the summary report there was a flip of the fields. So
the accuracy of the absentee ballots is questioned and the accuracy of the subsequent ballots may be an
issue.

As for the white wash, | would agree with you but the party to the civil law suit that discovered this
problem is very much on board. They want the data base to be looked at and they have approved the
scope of the project. The most vocal local naysayers have bought into this process.

Running the absentee ballots which were run by May 10 may be an option, but there has not been a
confirmation that the ballots were saved in a way that will identify them. They are supposed to be so
identified. but no one has confirmed this fact. Also there is no way to do things informally, because getting
access to the ballots requires a court order which is not a quiet thing to do. In addition, we would stili need
to recreate the summary report that was run on May 10 through GEMS to make the comparison. There is
a question whether that can be recreated on the back up machine or whether it is available on the
machine that was reformatted.

From:
To:
Subject:

We were never
onboard with
NOT counting
ballots. JB

If you have any other thoughts et me know. | appreciate your time. Thanks.

>»> "Michael Shamos” <shamos@cs.cmu.edu> 6/28/2007 4:54 PM >>> Michael I. Shamos. Ph.D.. J Wrote:
I'm still puzzled. s the alleged problem only with absentee or with everything? What systems were used
for precinct and absentee? | can advise in this project but | won't have availability in the next two months
to perform the functions listed below for the "consultant.”

“Ultimately the
proof of the

pudding is in the
Ballots”

My suspicion is that no review by the elections division or the state purporting to claim that no
manipulation occurred or was possible will be accepted by naysayers and will instead be viewed as a
whitewash. Ultimately the proof of the pudding is in the ballots. There may not be grounds yet foran
official recount but would Arizona law forbid running the absentee ballots through again (unofficially) as a
check on the machine? If no discrepancy is observed there, then there's not much more you would have
to do. If there's a discrepancy of any significance it would help pinpoint where to logy{for manipulation.

John Evans wrote:
Summary report for May Owas over written and

destroyed. Than all database were move in Julyof (
to a new computer, also destroying any ghost copiep
John Brakey: See our notes on iBeta report below.
there were any copies of May"they were on the
SoS Backup.

It was opscan for the most part. The retabulation may be necessary, but
the question remains, what information was brought up by the summary
report on May 10. If, for example, it showed the bond issue going down,
then we look at where the information might have gone. Second issue is,
was there any computer manipulation such as file flipping between or
after the second summary report. The major focus is on the acts of the
elections division computer people. If there is no evidence of any
computer issues, then the recount, which requires, court orders, getting " /
observers from both parties and hand counting processes will be
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the process. H' 3% ;
/I # F
J(
( 9

--01 $C DB?&9)-0-%$C DB?B&

8* $ * SO O*
@

N ' *
I—\/_I




TEB8/2007) John Evans - Re. Pima County Elections issue

. Page2|

“Michael Shamos" <shamos@cs.cmu.edu> ( mailto:shamos@cs.cmu.edy ) 6/27/2007 7:11 PM >>> !

have a simpie question. GEMS tabulates unofficial results from
one or more original official ballots. How were the original votes on
the bond issue cast? Opscan, DRE, both or other? (i see reference

should tell us very quickly whether the GEMS results were fudged. What
is the difficulty with this approach?

below to a "card count," by which | assume you mean opscan bailots.) My
suggestion would be to retabulate from the original records. This

John Evans wrote:

Dr. Shamos, Prof Dank Tokaiji of the Ohio State Law School suggested you
be contacted regarding a criminal investigation of an election using the
Diebald GEMS system. This office is looking for an expert to evaluate

the data base used to count a bond election for a Regional

Transportation Authority in May, 2006. The controversy relates lo the
activities of one employee of the Pima County board of elections who ran
two summary reports after 8K absentee ballots had been run but 10 days
before the polls closed. The employee says he ran the report, but only
printed the first page to get a card count. He doesn't remember now why
he ran the second report. Since the RTA bonds passed with a surprising
margin, there are allegations of manipulation of the data base. Because
disseminating the summary report is a criminal violation, this matter

was referred to the Attomey General's office of an investigation. To
complicate the matter further the original computer had all its data

copied to a new system, was refomatted and then stored. Mirror images of
the present computer and the old computer are being made by computer
forensic detectives on Thursday. The following scope of project has been
developed by the various parties.

The scope of the project is the following:
Task 1: Forensic Examination of Storage Media

This will include the examination of an image of the hard drive used to
tabulate the Pima County election results for the May 2006 RTA Election.
it is understood that that hard drive has been re-formatted and may
offer limited information. Nonetheless, the hard drive will be examined
to determine what, if any, information can be found relating to the
events of May 10 where potentially suspicious activity has been
questioned. The consultant shall attempt to recover data and shall
present a report of any findings. Additionally, the consultant shali
examine the contents of 2 hard drive image taken from a hard drive
containing the database and related files from the May 2006 election.
the consultant shall correlate data among those database files to
determine whether the data is consistent with normal election practices.
The consultant shall then present a report of any findings and the
procedures undartaken.

To support this effort, the OAG or its designate will provide a

forensic image of the hard drives described in "dd" image format using
sound forensic duplication practices. The OAG or its designate will

also provide the installation media necessary to install the required
software on a test machine that the consultant will supply. The test
machine will be used to help the consultant engineers understand how and
when files are generated by the software and for what purpose. Software

Shamos says: to retabulate
from the original records
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documentation should also be provided to the consultant, which can be
retumed when the consultant work is complete.

Task 2: Vuinerability Assessment of Voting Tabulation Software
Package

The consultant shall install and configure an instance of the voting
tabulation sofiware used by Pima County to determine whether someone
could manipulate the results undetected. The consuitant shall run
simulated tabulations to determine what log files are created and what
othier artifacts are generated when loading results and running

reports. The consultant shall then attempt to circumvent any logging or
information generating functions and manipulate the vote fotals
contained in the database, change candidate IDs, and related actions.
This includes complete replacement of  Microsoft Access database file
manipulated elsewhere and copied onto the system. Any vulnerabilities
found and steps undertaken shall be documented and included in a

report.
. i ; What? The project financed
The project wouid be financed by the State of Arizona and Pima County. also by Pima County? Wha
- kind of a Criminal
We would like to have this report by the end of August, if possible. Investigation is this? JB

The GEMS (1.18.24) is the version we will want to license for any
consultant Diebold has informed us that there would be no problem
providing the necessary software for the a consultant hired under these
circumstances.

Obviously there are many questions that must be resolved if you are
interested in under taking the assignment, which would be best resolved
through a phone conference.

Please let me know if you are able to consider this project. We are
looking to make a consultant decision by July 6, 2007.

Thanks for your attention to this matter.

CC: crintern
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June 18, 2007

Fohn R, Evans, BEsqg.

OFFICE OF THE

ARIZONA ATTORNEY GENERAL
400 West Congress Strear, #8-313
Tueson, Anzona 853701-1367

Diear John:

Thank you for vour prompt respense to my inguiry about SATC. We believe SAIC does not
fitthe profile you suggest of a neutral corporation with 4 reputation that would be helpful in
resalving the issuss in this investigation, Their sugeestion of a “risk assessment™ is not what
is raquired.

If the goal is to determine whether the RTA election results were manipulated. we have a
couple of suggestions. Your offics is no doubt gware of the mulupls security holes in the
[hebold product line and, if not, [ have attached four reports that deal with those issues. You
may nat be aware that Pima County purchased a “hack tool™ known as a “crapscanner”™ thar
wonld enable them to tamper data before it goes into the central computer.

The Dizbold precinet optical sean machines can be “elecironically pre-smffed.” The Blaalk
Box Voting Report of July 4, 2005 by Har Huoestl which 15 attached discusses this possible
method. While the memory card format in the Digbold precinet optical scanner is very
obsoure, a card reader sold by Cropscanner, Ine, can be used Lo pragram the memory cards
and “pre-smuft” them electromeally so that they will produce fake records of both the
elestrome vote and end-of-dey wlly lapes. After the publication of that report. Pima County
bought one of the machines that would allow them to program the precinet memory cards.
We strongly recommend that your office identify the purchase orders for this device,
determuine where 1t was stored and whether or not there were any access conwols for it. This
device 15 gsseniially a buralany tool for electicns.

You should also note thal per the BBV/[lutsti repon, talsifving the end-of-day precinct
scannar priniouts by way of hand-cditing the meémory card contenls with a cropscanner is
unusually difficult. See Appendix I of the report for what the programming looks like. Itis
Very easy 1o introduce typos into the outpur and a pattern ol such typos is canse for concern.
It vou then have GEMS generate the cards normally via the pre-glection RTA darabase and



create papar tape oulpul based o those, vou will be able to determine 11 ths twpos ars simply
dus to mistakes in conficuring GEMS. Il not, {in other words, 1f the GERMS-based output
loaks eood), vpos in the actual clection tapes would be evidenee of hand-adits.

We have a specific suggeston for an examination of the daisbase relating to the RT A Our
supgestion [or testing the central tabulalor data files 15 as follows:

1] Wrile a program 1n Visual Basic that takes all versions of a
particular election's MDEB data files and produces repors as o
which 1lems 1n which tables have changed between iterations. o
ciher words, for svery election there 1sa Logic & Accuracy test
heforehand, then various “snapshoets™ of the daiz as scanning
progresses, then the final data file containing all votes, then the
post-glection L & A, Some ol thess will, of course, legitmmaiely
change (vore totals and audit log, maybs more) bul other tables
should rernam identical throughout: candidate intormation and 1Ds,
ballot layouts, ballot raiation information and much mors. The
small custom program would scan through all variations of the data
and reporl variations by table, field and line number (Mrecord™). A
human could then check each variation and determune whether or
not it's an indicator of fraud. Flipping candidate ID numbers is the
single sasiest hack and might be caught quickly with this process if
the pre-election L&A wasn't Taked or edited to match later.

2) In Necember of 2006, the Pima Democratic Party obtained a pubhc
recard we will be happy to share with you: a complete directory
listing of both cenmal tabulator stations. These wll vou Lhe
date/tims stamps and file sizes Tor all the data files, When you
obtain aceess wo the same lung, compare with our December 2006
data. Iffile dateftimefsize numbers related o the RTA race have
changed betweean 12/06 and present, il means somebaody tampered
with the files betweezn (hose dates. probably to cover up prior
misconduet. We will supply any deelarations from cur tech peaple
needed 1o establish chain of custady on the 12/06 dateftimedsize
dala

3] Find the paper results from the oripinal pre-eleclion and post-
election L&A tesis on Ole with the office. Take the L&A data fles
and run what their results should be (sumumary reports and cards
cast reports ). Compare the paper from that time pariod with the
electronic results today. If snmebody was a very careful hacker
and tampered with the main data Oles, they'd go back and make the
L&A data files match, Dutihen the cumrent versions of the L&A
files won'l mateh the old paper  If the old paper isn't pvailable, the
election confipuration file (GEMS data file) 15 supposed to be
recordad with Secretary of Stalz Jan Brewer's office — vou might
try locating that file to derermine if the county L&A dala Nle was
modifisd later o conform with hacking of the main vote tally data.



4 For eacl interation of the data throughout the cleetion thar conrains
voles, print the “cards cast™ report and build a line graph showing
the pragression of votes taken in. Then do the same for summary
reports and graph the rising swing of eack candidate over ume.
What vou're looking for are instances of candidales “spilking™
cutside the normal pacerm. They should progress upward faicly
sleadily, “Spikes” are causs for concem-look carefully at whar
people are doing in the zlections effice al the moment a “spike”
happens. Do the same for uther elections just to note whar the
patierns look like, In our experience, they vary by no more than a
pereent or two throushout the election,

]
W

Tally the results for the mail-in vote as compared to pracinct
voling. The metheds available for tampering with voles varies
between them. Sigmificanl dispanites can be indicators of trouble.
ot at least a starting pownt for further digging, As one example:
hail-In votes are never stored on an optical scan memory card of
the ype the “Cropscanner” can manipulate, so that whole class of
tampering isn’t available for mail-in vowes. It would ba vary
pussible 10 see mmpering in one vore pool or the other leading to
hig shifts beiweon them, or ampering in both but with different
techniques and hence different amounts and patterns of swing,

"Thz suggssted progedure we have outlined is quits simple and does not require a corporation liks
SAIC. Ths Arizona Senate last seasion hired Professor Dougles W, Jones of the Uwversity of
Iowa Deparrment of Compuier Science to consult with them concerning the LD2Z0 Republican
Primary ol 2004, He prodoced a report that T have not seen bul should be available to your office
aud would serve as an example of the kind of independent review he1s capable of.

The University of Connecticut. John Hopkins University, Princeton University and the University
of California at Berkeley are all quite capable of the typs of independant review vou are seeking,

SAIC is a huwe corporanon with unsolvable conflicts of interest, In 1991, SAIC was charged
with falsifying data submined to the E.P A, Ultimately the company plead guilty 1o 1en counts of
making {alse statements or ¢laims and paid 81.3 million in [nes and resittution, Wit regard ©
the clectronie voting indwstry. we feel that SALC has too many conflicts of mterest for them o
perform a truly independent cxamination — they have consulted on electronic voting matiers for
both county clients and voting svstem vendors. They can be deseribed as having a vested nlerest
1o the “status gquo’ of electronic voling. Any proed of (raud in an elecyonic voting system would
nam thes stamis quo within that induostry.

1 wats umelear if your reference m a simularion project wias what our experts refer o as a rad
team attack.” atso knowm as a planned intrusion attempt. | have delivered with this lener a 200
pape unredactad repart prepared by SAIC for the State of Marvland. Thart report answers many
of the risk assessment questions that their offer seems 10 contemplate and strongly indicates that
no risk assessiment’’ 1s necessary. My expers assare me that Diebold's secunty 1ssues have not
changed significamly sinee: 2003, with the exception ol a hard-coded password [ur the
wuchsereen voling machines (formerly “11 117 nationwide), The 2003 SATC report is still



timaly.

The Chio report that 1 provided to your office is an example ol another type of collaboratve and
mdependent examination of an entire election,

A5 you are aware it may be difficult 10 demonstrate the RTA election was manipulated o

flipped, Based upon testimony we lenow that one person operated the computer during the RTA
Lallot counting process. We have reason to believe thal data may have been exported from
GEMS during the counting process. That same person has been in charge of the comiputer ever
since including more than six months after the Democratic Parry asked sor copies of the database
over six months ago. We know that he has in [act been testing the darabase. Whether alierations
or deletions have been made we havé not been able to check.

Christopher Straub claimed in a pleading filed with the Supearior Court that everyons having
anything te do with the county elections computer systein had a real risk of criminal exposure.
I'm sure he did not mislead the courl and 1 do net want to msquote him, so I will guote the
county's pleading.;

Indeed, during the Allorney General's investigation, anv attempt by
counsel [or either side to elicit testimony from anvbody involved with
Pima Countv's Division of Elections or the Pima County elections
compuler syslem runs a significant risk of impacting that witnzss's
constitutional rights and cliciting an assertion of the Fifth-Amendnmeant
privilege.

(P.4, Defendant's Reply in Support of Motion Tor Stay of Proceedings)

Agcepting the truthfulness of thar assertion o Judge Miller means thar caution should be
exercised i collaborating with the county om the seope of an examinaton. They have speart
menths analvzing (heir data base as they have opposed any examination by the Pima County
Demoeratic Party., Furthermore, that examination has been conducted by the same persons whao
are expected To refuss to answer questions because 11 would incriminate them i criminal activity.
You may take responsibility for the selection of SAIC, bul we are concerned thar Pima County
may have sucpested a known compromised potential examiner for an examimation of their
misconducl

We think thar serious considerguion should be give to a full hand coumt of the RTA ballots which
Counly Administcator Charles Huckelbermy claims are still in 4 seeured facility, A hand ¢ound
could be dome with volunisers or hired persons [rom the election pool of workers, The hand
count could be done in public and certainly would give the public the resassurance they need thar
the vote counl was aceurdate. Such a count would be less sxpensive and much mors certain than a
compiter data analysis. An expert such as Profession Jones who hus seen a lot of ballots could
examine the papsr ballots and reddily determine the likelihood thal those are the genuinc ballots.

In 1997, | was an attorney in a lawsunt conceming the City of Tueson General Election {or the
clection of three council persons. The City joined us in requesting a hand re-count of all the
Civ's ballets. The hand recount praceeded quickly and without incideni. The problem in that
election tumed out to be defective paper that resulted in some 9,000 votes not being counted by
the machine. | mention that example bacause the recount of tlree couneil races on punch cards



that required determining the voiers intent from “dimples™ was not difficull. Cerainly a ves/mo
slzction like the RTA with fillsd 1o bubbles woutd be much easier to accomplish,

The Democratic Party and our experts are ready 1o assisr in any way usefol to your investigation.
Ineither the party nor its experts have any stake in the cutcoms of your investigation. W e have
identified seriows anomalies that need 1o be investigat=d and we are pleased that theyv are being
invastigaied. We do helieve, however, thal the result should have the confidencs of the pubiic
that it was not & whitewash. That is why we have made speeilic recommendation 1o accomplish
that result.

In any cage: we ask thal you hold thes document in confidence and not allow the county 10 review
i Ifthere 1s evidence of misconduct hidden within the databases or in the paper outpuT tapes
from the precinet scanners, 1t might sill be possible o destroy data. My clients and | are
handling this letler with exlreme care and 1o a very limited audience lor review,

=inceraly,
RISNER & GHAHAM

) )

William J. Bisner
Atorney at Law

WIR/pmm
Enclosures
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ATTORNEYS AT LAW s e
L00 MORTIISTONE 4 SUITE 901
LEMMETH L GRAHAN
TUC.SDN, A.R_.[Z'DNH SEFC'I ;E?’Fenﬁ.:in’umf A qu.l.u]f

Frpiaary vz’ Wheoanssi! Decet;
TZLEPHOMNE (5200 6227404
FACSIMILE (520]) nd4-5082
E-MAIL lawidrisnarandgranam.com

July 5, 2007
Via Facsimile (628-6330) and U.S. Mall
Jokm B Evans, Eag.

OI'FICE OF THLEE

ARIZONA ATTORNEY GENERAL
400 West Congress Street, #3-315
Tuesor, Arizona 85701-1567

RE: DPPC v, Board gf Supervisors

Dear John:

Thanl vou for your Jetter of June 26, 2007,

PARAL EGALS
ALSANL ATLER

DL AL, L DAMIS
MAMUEL LAMADRIC
FATHIC B, MATS

Crur view of the SALC proposal is that thers 15 too much émphasis on the fozmatied disk of
the older computcr, We foel that whether or not MicrosoRt Access was on that computer and
the Windows Evenr Lop are the two pieces of evidence thal can 1ikely be lound and be of use,

considenne reasonable and cosl effective work.

We siill foel there is too much emphasis on security risks when those risks are known. Those

two aspects of the proposal seem liksly to tun up the price in our view,

We previously offered a copy of the directory given to us by Pima County. 'We tesl that the

size of thase files would be a cood check on whether ar not those files have been

manipulatad since they were given 1o us,

In sumi, we conbinue to view thar the correer focus should be on whather there is evidenes of
manipuiation of data, T must confess that [ don’t anderstand the term *consistent with normal

election practice” that you used in yvour letter,
Will any report be made public gr provided to us?

Sinceraly,

1{1%& GR:}"L Ayl
e 1 Rifnd:

Attomney al Law

WIR/pmm



Office of the Attorney General
Terry Goddard Stete of Arlzons Main Phone: 520 628-6504
Attorney Ganeral Facaimila: 520-628-65530

Criminal Division

July 5, 2007

William Risner

Risner and Graham

100 N, Stong, Suite 9401
Tucson, AZ, 83701

Re: Pima County Elections
Dear Bill:

Thank vou for yvour letter of this date. It would he great if we can eliminats the
vilnerability examination. Thai issue was placed inte the project based upon the concern vour
group raised aboul whether there could be a field {lip and how could it be discoversd. 1f that is
not a concern, then the first phase of the project is to find out whether there was any data
manipylation of the RTA election..

In the near future, an initial decision will be made on which consultants to work with to
finalize the conmracl. When the fimal scope of the project has been developed, T may contact you
Afrain,

As Tor releasc of the report, Tassume that at some point the report will be available.
When and under whal croumstances, I don' know at this poini.

Smcerely W /!af/

E"v’ ANS
ASSISMJ‘H Attomey General

Thanks for your input.

JRE/ds
TUCHIATIv1-OC07-004% RISMER_LTRE_2,000C

A00 VWest Congress, 5-315, Tugson, Arizona BS701 « Phone 520 B2E-6504 « Fax 520 B28-6030



RL‘:,\J ER & G RAHAM WILLIAM J. RISI PARALEGALS
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EATRITIA K. RLATS,

100 NORTH STOME + SUITE 801
% KEMNETII K. GRAFAM
TUCSC]N, ARIZDNA Eﬂ?{li Forrmiipd Spacialint am Fersone!

gy anid AWrnegh ! Niean
TELEPHOME [520] 622-799%
FACSIMILE (520) £24-5382
E-BALL L dnrisnerandaraham com

July 4, 2007

John R. Evans, Esq.

OFFICE OF THE

ARTZONA ATTORNEY GENERAL
400 Wesl Congress Street #5-313
Tucson, Arizona 83701-1367

Via Facsimile: 628-0530

Drear Tohne
| arn ot sure that T understand your July 5, 2007, lewer 5o let me restare our concems.

A “flip” or other tampenng with the conlents of the election is a major concem of ours. That is
why 1 questioned Mr, Bryan Crane about how a “flip” worls and about the audit log that was
inconsistent with the operation of the GEMS sofiware bt consistent 1o what one might see iffa
“flip” had oceurred. Estlablishing whether or not a lip is possible is net a concern because it has
already besn done by SALC in its Maryland stidy.

We think the best use of the linnted lunds your office will spend 1s to find out what did happen n
the BT A election. | may be misumderstanding vour vse of the teem “wulnerability examination”
justas vou may be misunderstanding my pse of “dara manipulation.” Inmy view, & [Tip would be
one form of data manipulation,

Our coneern aboul SAIC s conflict of interest. thar we previnusly expressed, was remiforced by
our view that they were asking the wrong quesiions by focusing on (breats swwhich are known and
nol on evidence 1o show what liappened,

Sinveraly,

RISNER & GRAHAM

r
ks

-\_.-"/
Williem J. Basner, Lsqg.

W/ ml



RISNER & GRAHAM WILLIAM J. RISNER PARALEGALS

oy arkd DAVES
ATTORNEYS AT LAW b g AR L oavs
PATHICH M. MATA
100 NORTH STONE # SUITE 901
NETH FAHAM
TUCSON, ARIZONA 85701 i R
iy and Wrongfuf Deaih
TELEPHONE (520) 622-7454
FACSIMILE (520) 624-5583
E-MAIL law@rlsnerandgraham.com
August 6, 2007

John R. Evans, Esq.

OFFICE OF THE

4mNA Aﬂ“;ﬁzscigﬁ‘&“‘ Via Facsimile: 628-6530 and
Congress Street #5-31. Regular Uni tes Mail

Tucson, Arizona 85701-1367 S

Dear Jokn;

We have a “role” problem and I need your belp in understanding what is going on. I was
flabbergasted when you told me Friday that the Pima County Democratic Party could not get 2
copy of an investigative report on an examination of Pima County’s Elections Division’s
computer data. Instead you suggestest that we could get a copy from Pima County as your office
would be prohibited from giving us a copy.

Here is how I see the Democratic Party’s role. The Party has been actively pressing Pima County
to increase its voting security. Party volunteers have analyzed audit logs to determine what
county election personnel have done in the past. The Democratic Party is the first and only group
to ever audit the Pima County Elections Department. It is the role of political parties to observe
and audit elections in Arizona.

The Pima County Board of Supervisors has never audited the activity of its own division. The
Secretary of State has never done so. Based upon swomn testimony no one has done so but the
Pima County Democratic Party. The Pasrty firmly believes that its work in ensuring election
integrity is in the public interest. It believes its role and that of other political parties is to ensure
honest elections. _

The Pima County Board of Supervisors has strongly opposed our efforts to examine voting data.
They have opposed our legal requests to take limited depositions but the court has approved
some depositions. Those few depositions revealed a pattern of violations of criminal laws that
we brought to the attention of your office. Your office then agreed to open an investigation-into
the early printing of tally reports. 'We urged that anomalies in the RTA election needed to be
examined and your office has concurred. -
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Rer Tec Downing
said when he first
spotted book it
was here and
Crane was
working with it.
Book then was
moved to other
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What we believe happened in the May 16, 2006, Regio nal Transportation Authority (RTA)
bond election in Pima County, Arizona. By John R Brakey 7.18.2008

In our opinion, this account reveals profound problems in the Pima County Election Department.
Please watch this video from the HBO movie, Hacking Democracy: It has been re-edited with additional
information about Pima County. If you read this article after watching the video, you'll have a good understanding of

how we believe the RTA bond election was stolen.

http://video.google.com/videoplay?docid=3172794162427293743&hl=en

In the film, a device called a Cropscanner, a memory card-reader/programmer, is used to modify the memory card
in the Diebold Accu-Vote Precinct-Based Optical Scanner (PBOS), the same vendor and equipment used in Pima
County. On July 4™ 2005, Black Box Voting (BBV), an election integrity organization, published the results of this
Tallahassee, Leon County, FL voting system test. After the release of the BBV report, there was a spike in
Cropscanner sales.

Beside vote manipulation, the original use
for this device is measuring moisture
content in corn.

The Pima County Election Department
bought a Cropscanner on July 17, 2005,
less than two weeks after the report and
ten months before the RTA election.

In the opinion of computer security expert
Harri Hursti, the Diebold Accu-Vote
system is compromised in its very design
and architecture. Incorporated into the
foundation of the Diebold PBOS 1.94w
system used by Pima County is the
mother of security holes, and no apparent
cure will produce system safety. This
design would not be characterized as a
house with an unlocked door, but rather,
in this author’s view, a house with an
unlockable revolving door. The complete
report is at:
www.blackboxvoting.org/BBVreport.pdf

Mark Kimble of the Tucson Citizen wrote
an article August 11, 2005, “Kimble:
‘Mother of security holes’ in state voting
system”
http://www.tucsoncitizen.com/news/opinio
n/081105b5 kimble

We learned that Pima County had
purchased the “Cropscanner” in a
deposition of Bryan Crane. The question
was brought up due to the fact that Jim
March had learned from Bev Harris
(founder of Black Box Voting) that the
“Cropscanner vendor told Bev that after
the July 4" report a number of election
departments had order the devise.




During the RTA election, more than 70 scanners failed at various precincts on Election Day. We believe this may
have happened due to tampering with or incorrectly programming memory cards. As Harri Hursti demonstrates in
altering these memory cards, a variety of typos and changes can be introduced, but the process is complex and
tricky.

While inspecting precincts on May 16™, 2006, John Brakey discovered many Diebold PBOS scanners failing.
Brakey called Representative Ted Downing, Chair of the State Party Election Integrity committee, and asked him to
go to the Pima County Election Department. After he arrived,Brakeyl told Downing to call Jim March in Seattle and
describe what he saw in the room. Downing described a Microsoft Access manual being referenced by election
department technician Bryan Crane, a blatant violation of election law. Downing then called Donna Branch-Gilby, at
that time the Chair of the Pima County Democratic Party, and asked her to bring a camera. Donna came with her
husband, Bob Gilby, and took pictures of the open manual sitting right next to the central tabulator.

At that time, Rep. Downing requested of Pima County Elections Director Brad Nelson that an immediate backup
“snapshot” of the election data be made and that it be left with the Pima County Sheriff's Office until the situation
was resolved. This request was refused.

Both Ted and Donna were told that they had no oversight rights because it was a nonpartisan election, thus
stopping them from discovering if the central tabulator was networked to other computers in the office and if the
Microsoft Access program was being used to read the system.

By the time we were able to check the computer almost a year later, the program was gone.

The Diebold Global Election Management System (GEMS) software is built on the Microsoft Access consumer-
grade database program. It is illegal by state law for election departments to use software such as Microsoft Access
which has not been approved and/or certified by the Secretary of State’s office. This is because the Microsoft
Access program can be used to bypass security measures, including the GEMS audit log and the login security,
and introduce unauthorized and illegal changes.

Microsoft Access is not legal anywhere near a certified voting system. It is a known election burglary tool, able to
subvert all of Diebold's inadequate-at-best security measures. The same is true of the Sequoia voting system. We
did find Microsoft Access in the Maricopa County Election Department, which counts 58% of the vote statewide.

For the RTA election, Bryan Crane processed 13,618 early ballots on 5/10/06, six days prior to Election Day. He did

a backup at 12:27 PM, then ran the “CARD CAST report,” the correct way to check the tally without revealing
election results. He left at the end of the day.

Diebold GEMS Audit Log From The May 16, 2006 RTA El ection

5/10/06 8:21 AM User admin: Reset election

5/10/06 8:22 AM User admin: Printing Summary Rep{Btakey Note: these two summaries are called Zeports and are OK)
5/10/06 8:38 AM User admin: Printing Summary Rep{Btakey Note: these two summaries are called Zeports and are OK)
5/10/06 12:27 PM User admin: Backed up electioD:A@rogram Files\GEMS\Backup\pima consolidated @BLEARLY DAY 1.gbf
5/10/06 12:27 PM User admin: Previewing Cards @agiort(the proper way to verify that the 13,618 ballots wre counted )
5/10/06 12:28 PM User admin: Backed up electioD:Ad®rogram Files\GEMS\Backup\pima consolidated @®BlLgbf

5/10/06 12:28 PM User admin: Closing GEMS

In open court, it was shown that Crane was illegally taking home database backups and during the RTA counting,
Crane had at least one other computer networked with the central tabulator.

The next morning, 5/11/06, at 9:55 AM, Crane began an unusual procedure that led to the destruction of the original
vote tallies and database from the day before, and their replacement with another database of identical name.
Crane then illegally printed two copies, ten minutes apart, of the election “SUMMARY report,” a detailed outline of
who's winning and losing. By law, these reports are NOT to be printed until one hour after the polls close on
Election Day.



To summarize, Crane ran what looked like normal actions on 5/10/06 and made a “snapshot backup” of the file
when counting was done for the day. On the morning of 5/11, he WROTE OVER the database from the day before,
destroying its integrity. He then printed two copies of the “who's winning and losing” summary report, ten minutes
apart.

This pattern of illegally making off with database backups, then overwriting data and printing summary reports is the
model for hacking an election. First a false database is created or obtained, then the false data is used to replace
existing data, and last, the winning and losing summary reports are printed to confirm that the hack was successful.

Crane later said under oath that morning backups were standard, but a review of the audit logs shows that to be
false. He never did them as he stated to Judge Michael Miller in Court. (More on this below)

5/11/06 9:55 AM User admin: User Login (Note time in the next 5 rows)

5/11/06 9:55 AM User admin: Open Election: Consolidated Election, May 16, 2006 (pima consolidated 051606) admin Host
5/11/06 9:56 AM User admin: Backed up election to D:\Program Files\GEMS\Backup\pima consolidated 051606 EARLY DAY1.gbf
5/11/06 9:56 AM User admin: Printing Summary Report (NOT supposed to be printed until one hour after th e polls close)

5/11/06 10:06 AM User admin: Printing Summary Report
5/11/06 12:06 PM User admin: Previewing Cards Cast Report (proper way to check if ballot are counted correctl y)

In a meeting Attorney Bill Risner, Donna Branch-Gilby, Jim March of Black Box Voting and | had with Director Brad
Nelson several days after the RTA election, he was asked if Jim March could enter the election counting room, take
pictures, inspect the cables and look around but touch nothing. The reason for this request was that the network-
connected printer was not in the count room and we wanted to know if the central tabulator's network was
connected to any other PCs. Nelson refused saying, “Ladies and gentlemen, | can’t do that, | have a live election
going on.” Nelson was referring to the Oro Valley election. We have pictures of the count room from that meeting.
The lights were off and no one was in that room. Nelson apparently didn’'t want us to inspect. Much later in the
lawsuit we learned from Robbie Evens of Pima County that the central tabulator station was cross-connected to
Bryan Crane’s computer at that time.

We believe this connection allowed Crane to load the database on to his office computer. Then using MS-Access,
make changes to the database and if necessary at home that night and then overwrite the original database the
next morning.

Nothing in our analysis conflicts with this theory.



1. The RTA passed by a surprisingly large margin. Polls takEnmdéne election showed it losing.
Sales tax increases for roads had lost badly in fowmique elections.

2. Election Division staff printed unauthorized vote totahsoary reports after the first day of RTA
early ballot scanning.

3. Before the second day of RTA early ballot scanning,tiled®ivision staff erased the first day’'s
database backup by over-writing it. This required respondibgdavarning messages, one from
GEMS and one from Windows.

4. Election systems expert Michael Shamos of CarnegitoMadvised the AG investigator of
possible RTA fraud to hand count ballots, echoing advice fozal election activists.

5. The AG Investigator lied to Shamos in an email, sayiag ‘lbcal naysayers” were onboard with
not looking at ballots. The opposite was true and thestigegor knew it, because he had engaged
in a shouting argument with local naysayers aboutghise.

6. |Beta tests conducted under contract with the AG invatstigof the RTA election should have
included looking for possible swapping of yes and no votes, dutati

7. County staff directed all aspects of the IBeta testang, led the testers to look at irrelevant items
and to disregard potentially important items.

8. A whistleblower has come forward saying in a sworn affiddnat Bryan Crane told him privately
that he had “fixed” the RTA election, under directioonr his bosses.

9. The County Treasurer has announced a plan to destr®Thdallots ASAP.

10. A Microsoft Access manual was seen and photographdz imdte tabulation room on election
night. Use of MS Access on an election computer wedsaiiegal.

11.Democratic Party observers were prevented from irgegtstg cables connected to the tabulation
computer after the RTA on the pretext that it wasapartisan election.

12. A tape of ballot layout held by the Secretary of Stateise by the Attorney General in any fraud
investigation was never examined during the RTA fraud invegtigathere it was potentially key
evidence. Instead it was returned to the suspects, whij itio

13.The Pima County Board of Supervisors, through their lasyydaimed there was a substantial risk
that all election employees handling the electionmater would “take the fifth” and refuse to
answer questions based on a fear of criminal prosecution.

14.The Pima County Board of Supervisors has never requesiateamal investigation of the
Election Division.

15. Neither Brad Nelson nor Bryan Crane nor any Eledbonsion employee has been reprimanded
for any violations of rules or procedures.

16. At the end of the RTA Election Day, the database M@3 backed up, as it has been in virtually
every other election. The database was not backed upghretl days later, after all results had
been published.

17.The Pima County Election Division purchased a “crop sedresomputer-hacking tool ten months
before the RTA election. This tool had no other purpnghe Election Division than to illegally
alter the programming of precinct voting machines.

18.Jim Barry retired from his job as the County Adminiirs assistant in early 2005 and was
immediately hired by the County to do a precinct by préahay of how Pima voters had voted
in bond elections, and “other duties” as assigned. MmyRBallected $75,000 from the County for
this contract, while at the same time collecting $12,006fa pro-RTA group for helping them
with the RTA campaign.



