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RISNER & GRAHAM

ATTORNEYS AT LAW

100 NORTH STONE  SUITE 901
TUCSON, ARIZONA 85701

TELEPHONE (520) 622-7494
FACSIMILE (520) 624-5583
E-MAIL law@risnerandgraham.com

WILLIAM J. RISNER
Certified Specialist in Personal
Injury and Wrongful Death

KENNETH K. GRAHAM
Certified Specialist in Personal
Injury and Wrongful Death

PARALEGALS
SUSAN J. ADLER
RHONDA L. DAVIS
ELENA TAPIA

July 14, 2008

Subject: Part 2 Exhibits to letter to Terry Goddard; Attorney GelngfrArizona,
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Ivestigation: T002-2067-000044 SECTION# Gt CR#
UNIT CODE: TUC Date Case Reod: 5/29/07

RSS (including full name, aka, dba, eic.)

SPECIFIC FACTUAL ALLEGATIONS @incliding suspected affonses and dates)
Correption investigation '

STATUTE OF LIMITATION RUNS? 2013

ESTIMATED LOSS: $ ESTRMATED ASSET RECOVERY §
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We were never
onboard with
NOT counting
ballots. JB

@ael I. Shamos, Ph.D., J Wrote:

“Ultimately the
proof of the

pudding is in the
Ballots”

Summary report for May Owas over written and
destroyed. Than all database were move in Julof
to a new computer, also destroying any ghost copie
John Brakey: See our notes on iBeta report below.
there were any copies of May"they were on the
SoS Backup.
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Shamos says: to retabulate
from the original records
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What? The project financed
also by Pima County? Wha
kind of a Criminal
Investigation is this? JB
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Rer Tec Downing
said when he first
spotted book it
was here and
Crane was
working with it.
Book then was
moved to other
table.
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What we believe happened in the May 16, 2006, Regio nal Transportation Authority (RTA)
bond election in Pima County, Arizona. By John R Brakey 7.18.2008

In our opinion, this account reveals profound problems in the Pima County Election Department.
Please watch this video from the HBO movie, Hacking Democracy: It has been re-edited with additional
information about Pima County. If you read this article after watching the video, you'll have a good understanding of

how we believe the RTA bond election was stolen.

http://video.google.com/videoplay?docid=3172794162427293743&hl=en

In the film, a device called a Cropscanner, a memory card-reader/programmer, is used to modify the memory card
in the Diebold Accu-Vote Precinct-Based Optical Scanner (PBOS), the same vendor and equipment used in Pima
County. On July 4™ 2005, Black Box Voting (BBV), an election integrity organization, published the results of this
Tallahassee, Leon County, FL voting system test. After the release of the BBV report, there was a spike in
Cropscanner sales.

Beside vote manipulation, the original use
for this device is measuring moisture
content in corn.

The Pima County Election Department
bought a Cropscanner on July 17, 2005,
less than two weeks after the report and
ten months before the RTA election.

In the opinion of computer security expert
Harri Hursti, the Diebold Accu-Vote
system is compromised in its very design
and architecture. Incorporated into the
foundation of the Diebold PBOS 1.94w
system used by Pima County is the
mother of security holes, and no apparent
cure will produce system safety. This
design would not be characterized as a
house with an unlocked door, but rather,
in this author’s view, a house with an
unlockable revolving door. The complete
report is at:
www.blackboxvoting.org/BBVreport.pdf

Mark Kimble of the Tucson Citizen wrote
an article August 11, 2005, “Kimble:
‘Mother of security holes’ in state voting
system”
http://www.tucsoncitizen.com/news/opinio
n/081105b5 kimble

We learned that Pima County had
purchased the “Cropscanner” in a
deposition of Bryan Crane. The question
was brought up due to the fact that Jim
March had learned from Bev Harris
(founder of Black Box Voting) that the
“Cropscanner vendor told Bev that after
the July 4" report a number of election
departments had order the devise.




During the RTA election, more than 70 scanners failed at various precincts on Election Day. We believe this may
have happened due to tampering with or incorrectly programming memory cards. As Harri Hursti demonstrates in
altering these memory cards, a variety of typos and changes can be introduced, but the process is complex and
tricky.

While inspecting precincts on May 16™, 2006, John Brakey discovered many Diebold PBOS scanners failing.
Brakey called Representative Ted Downing, Chair of the State Party Election Integrity committee, and asked him to
go to the Pima County Election Department. After he arrived,Brakeyl told Downing to call Jim March in Seattle and
describe what he saw in the room. Downing described a Microsoft Access manual being referenced by election
department technician Bryan Crane, a blatant violation of election law. Downing then called Donna Branch-Gilby, at
that time the Chair of the Pima County Democratic Party, and asked her to bring a camera. Donna came with her
husband, Bob Gilby, and took pictures of the open manual sitting right next to the central tabulator.

At that time, Rep. Downing requested of Pima County Elections Director Brad Nelson that an immediate backup
“snapshot” of the election data be made and that it be left with the Pima County Sheriff's Office until the situation
was resolved. This request was refused.

Both Ted and Donna were told that they had no oversight rights because it was a nonpartisan election, thus
stopping them from discovering if the central tabulator was networked to other computers in the office and if the
Microsoft Access program was being used to read the system.

By the time we were able to check the computer almost a year later, the program was gone.

The Diebold Global Election Management System (GEMS) software is built on the Microsoft Access consumer-
grade database program. It is illegal by state law for election departments to use software such as Microsoft Access
which has not been approved and/or certified by the Secretary of State’s office. This is because the Microsoft
Access program can be used to bypass security measures, including the GEMS audit log and the login security,
and introduce unauthorized and illegal changes.

Microsoft Access is not legal anywhere near a certified voting system. It is a known election burglary tool, able to
subvert all of Diebold's inadequate-at-best security measures. The same is true of the Sequoia voting system. We
did find Microsoft Access in the Maricopa County Election Department, which counts 58% of the vote statewide.

For the RTA election, Bryan Crane processed 13,618 early ballots on 5/10/06, six days prior to Election Day. He did

a backup at 12:27 PM, then ran the “CARD CAST report,” the correct way to check the tally without revealing
election results. He left at the end of the day.

Diebold GEMS Audit Log From The May 16, 2006 RTA El ection

5/10/06 8:21 AM User admin: Reset election

5/10/06 8:22 AM User admin: Printing Summary Rep{Btakey Note: these two summaries are called Zeports and are OK)
5/10/06 8:38 AM User admin: Printing Summary Rep{Btakey Note: these two summaries are called Zeports and are OK)
5/10/06 12:27 PM User admin: Backed up electioD:A@rogram Files\GEMS\Backup\pima consolidated @BLEARLY DAY 1.gbf
5/10/06 12:27 PM User admin: Previewing Cards @agiort(the proper way to verify that the 13,618 ballots wre counted )
5/10/06 12:28 PM User admin: Backed up electioD:Ad®rogram Files\GEMS\Backup\pima consolidated @®BlLgbf

5/10/06 12:28 PM User admin: Closing GEMS

In open court, it was shown that Crane was illegally taking home database backups and during the RTA counting,
Crane had at least one other computer networked with the central tabulator.

The next morning, 5/11/06, at 9:55 AM, Crane began an unusual procedure that led to the destruction of the original
vote tallies and database from the day before, and their replacement with another database of identical name.
Crane then illegally printed two copies, ten minutes apart, of the election “SUMMARY report,” a detailed outline of
who's winning and losing. By law, these reports are NOT to be printed until one hour after the polls close on
Election Day.



To summarize, Crane ran what looked like normal actions on 5/10/06 and made a “snapshot backup” of the file
when counting was done for the day. On the morning of 5/11, he WROTE OVER the database from the day before,
destroying its integrity. He then printed two copies of the “who's winning and losing” summary report, ten minutes
apart.

This pattern of illegally making off with database backups, then overwriting data and printing summary reports is the
model for hacking an election. First a false database is created or obtained, then the false data is used to replace
existing data, and last, the winning and losing summary reports are printed to confirm that the hack was successful.

Crane later said under oath that morning backups were standard, but a review of the audit logs shows that to be
false. He never did them as he stated to Judge Michael Miller in Court. (More on this below)

5/11/06 9:55 AM User admin: User Login (Note time in the next 5 rows)

5/11/06 9:55 AM User admin: Open Election: Consolidated Election, May 16, 2006 (pima consolidated 051606) admin Host
5/11/06 9:56 AM User admin: Backed up election to D:\Program Files\GEMS\Backup\pima consolidated 051606 EARLY DAY1.gbf
5/11/06 9:56 AM User admin: Printing Summary Report (NOT supposed to be printed until one hour after th e polls close)

5/11/06 10:06 AM User admin: Printing Summary Report
5/11/06 12:06 PM User admin: Previewing Cards Cast Report (proper way to check if ballot are counted correctl y)

In a meeting Attorney Bill Risner, Donna Branch-Gilby, Jim March of Black Box Voting and | had with Director Brad
Nelson several days after the RTA election, he was asked if Jim March could enter the election counting room, take
pictures, inspect the cables and look around but touch nothing. The reason for this request was that the network-
connected printer was not in the count room and we wanted to know if the central tabulator's network was
connected to any other PCs. Nelson refused saying, “Ladies and gentlemen, | can’t do that, | have a live election
going on.” Nelson was referring to the Oro Valley election. We have pictures of the count room from that meeting.
The lights were off and no one was in that room. Nelson apparently didn’'t want us to inspect. Much later in the
lawsuit we learned from Robbie Evens of Pima County that the central tabulator station was cross-connected to
Bryan Crane’s computer at that time.

We believe this connection allowed Crane to load the database on to his office computer. Then using MS-Access,
make changes to the database and if necessary at home that night and then overwrite the original database the
next morning.

Nothing in our analysis conflicts with this theory.



1. The RTA passed by a surprisingly large margin. Polls takEnmdéne election showed it losing.
Sales tax increases for roads had lost badly in fowmique elections.

2. Election Division staff printed unauthorized vote totahsoary reports after the first day of RTA
early ballot scanning.

3. Before the second day of RTA early ballot scanning,tiled®ivision staff erased the first day’'s
database backup by over-writing it. This required respondibgdavarning messages, one from
GEMS and one from Windows.

4. Election systems expert Michael Shamos of CarnegitoMadvised the AG investigator of
possible RTA fraud to hand count ballots, echoing advice fozal election activists.

5. The AG Investigator lied to Shamos in an email, sayiag ‘lbcal naysayers” were onboard with
not looking at ballots. The opposite was true and thestigegor knew it, because he had engaged
in a shouting argument with local naysayers aboutghise.

6. |Beta tests conducted under contract with the AG invatstigof the RTA election should have
included looking for possible swapping of yes and no votes, dutati

7. County staff directed all aspects of the IBeta testang, led the testers to look at irrelevant items
and to disregard potentially important items.

8. A whistleblower has come forward saying in a sworn affiddnat Bryan Crane told him privately
that he had “fixed” the RTA election, under directioonr his bosses.

9. The County Treasurer has announced a plan to destr®Thdallots ASAP.

10. A Microsoft Access manual was seen and photographdz imdte tabulation room on election
night. Use of MS Access on an election computer wedsaiiegal.

11.Democratic Party observers were prevented from irgegtstg cables connected to the tabulation
computer after the RTA on the pretext that it wasapartisan election.

12. A tape of ballot layout held by the Secretary of Stateise by the Attorney General in any fraud
investigation was never examined during the RTA fraud invegtigathere it was potentially key
evidence. Instead it was returned to the suspects, whij itio

13.The Pima County Board of Supervisors, through their lasyydaimed there was a substantial risk
that all election employees handling the electionmater would “take the fifth” and refuse to
answer questions based on a fear of criminal prosecution.

14.The Pima County Board of Supervisors has never requesiateamal investigation of the
Election Division.

15. Neither Brad Nelson nor Bryan Crane nor any Eledbonsion employee has been reprimanded
for any violations of rules or procedures.

16. At the end of the RTA Election Day, the database M@3 backed up, as it has been in virtually
every other election. The database was not backed upghretl days later, after all results had
been published.

17.The Pima County Election Division purchased a “crop sedresomputer-hacking tool ten months
before the RTA election. This tool had no other purpnghe Election Division than to illegally
alter the programming of precinct voting machines.

18.Jim Barry retired from his job as the County Adminiirs assistant in early 2005 and was
immediately hired by the County to do a precinct by préahay of how Pima voters had voted
in bond elections, and “other duties” as assigned. MmyRBallected $75,000 from the County for
this contract, while at the same time collecting $12,006fa pro-RTA group for helping them
with the RTA campaign.



