PART 1: CRACKING THE ULTRA-SECURE DIEBOLD
CENTRAL VOTE DATABASE PASSWORD
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Connect to Database ﬂ
@ DEMS Type: IMicrosoft Arcess

Directany: IC: WProgram FileshGEMSYLocalDB

KN EY

Eristing Databaze Mame:

|alameda ca ilimari election 0302 007 - Open

cobb-cormected-1001 02-backup

copy of honest ballot 10-17-01
copy_of_state_of_alaska_2004_general_electic
final prince george 9-10-02 primary-05 Import
hackervile m e

johntest

johntest_w_ballots

memphiz municipal election 090603 final z
memphiz municipal election 090803 finaljohnl Load
sloprimany2002arig

thedd3lzhelby county 8-3-2006 ztatevide primar__|
thedd Azhelbya county 8-3-2006 statewide prime
total finalunofficialshelby county 8-3-2006 statey
total finalunofficialshelby county 8-3-2006test st

Delete

A

Cancel

Logon Information ﬂ

Databaze Mame: Ialaska

Username: Iadmln

Password: I““’"1 ok I
Confirm
Pazzward: I Laneel |
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User YWerification Failed.
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Connect to Database:

DBME Tope: I Microsoft Access

Euisting Databasze Hame:

- alameda ca pimary elechon D30 007 Q.
alazka Tl
cobb-conected-1007102-backup

copy of honest ballat 10-17-01

copy_of state of alaska 2004 general electic
final prince george 3-10-02 primary8-05

johntest

johntezt w_ballotz

memphiz municipal election 030603fnal

memphiz municipal election 030603final z

memphiz municipal election 053060 3finaljiohn
sloprirnany2002arig

thed42lshelby county 8-3-2008 statewide primar
thedd3lzhelbya county 8-3-2008 statewide prime—
tatal finalunafficialzhelby county 8-3-2008 statew
tatal finalunofficialshelby county 8-3-2006test st

Directon: IE:\.F'IDg_Iam Filezs\GEMS\LocalDB
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Import

[elete

Load

Cancel
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Connect to Database il

@ DEMS Type: !Micmsoft Access

Dirgcton: i C:AProgram Filez\GEMSYLocall B

Enizting Cratabaze Mame:

alazka

cobbecorected-1000 02-backup

copy of honest ballot 10-17-01

copy_of state of alaska 2004 general_electic
final prince gearge 3-10-02 primany=-05

johntest

johntest_w_ballotz

mermphiz municipal election 030602final

memphiz municipal election 030603 final 2
mermphiz municipal election 030603 finaljohn
zloprimarny2002orig

thed43lzhelby county 8-3-20086 statewide primar
thed43lzhelbya county 8-3-2008 statewide primé—
tatal finalunofficialzhelby county 8-3-2006 statey
tatal finalunafficialshelby county 8-3-2006test st
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Logon Information ﬂ
Database Hame: I
Uzername: Iadmin
Pazswoard: I Ok I
LConfirm
Fassword; I Cancel |
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Click on “New
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Logon Information

Database Name:  [HACKERVILLE ME

Lserrame: Ié"jmi"'
Password: Ix
Confirm
Pazsword: I
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Connect to Database _
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‘DEMS Tvpe: I Microzoft Access

'Di[gacilary:' I C:AProgram Files\GEMS L ocalDB
Existing Database Name:
gl

cobb-corected-100102-backup
copy of honest ballot 10-17-01
copy_of_state of_alaska 2004_general_electic

johntest

johntest_w_ballats

memphis municipal election 090603 final
memphis municipal election 090603 inal 2

sloprimany2002arig

thed43lshelby county 8-3-2006 statewide primar
thed43lshelbya county 8-3-2006 statewide prims—
total finalunofficialshelby county 8-3-2006 statew
total finalunofficialshelby county 8-3-2006kest st
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final prince george 9-10-02 primaryg-05 Import

Lielete
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memphis municipal election 090603finaljohn Lnad

Cancel
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Tools  Help

R j‘|,‘jSearch |E}FOIders | B (& X‘9|'

B I@ C\Program Files)GEMS

x Mare = | Size | Type
IC3) COMEXAMNT | [C ABasic File Folder
) Dantz [S)Backup File Folder
£ Del [C3)Data File Falder
IC3) Dell Computer Corporation @HD File Falder
ICT) Digital Line Detect @Images File Folder
[C3) DriveHQ 22 John Backup File Folder
[C3) exPressit S.E, 2.2 22 Jahn Fork File File: Folder
) FTR [ ResultClient File Falder
=20 GEMS [EhLocaloe File Folder
23 ABasic [SiMickey File: Folder
[3) Backup [ Reports Filz Folder
L3 Data [CDTSTesxt File Folder
=) hip % apasic.ini 2KB  Corfiguratio
() Images @ GEMS, exe 3,380 KB Application
[C3) John Backup (2 GEMSHeip. chm 11KE  Compiled HT
[ John Fork File Locale.ini 3KB Configuratio
) IResultClisnt ) readme. htm 603KE  HTML Docurr
[5) Localos Reports.ini KB Configuratio
() Mickey Uninst.isu ZZ3KE 15U File
@ Reports

[ TSText

—_ -
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@ LocalDB

17

| Ele Edt Wew Favorkes Tooks  Help
| Qback - @ - T | search |§{Tf“; Folders | &5 (3 X €) | [~
| address | c:\program Files\GEMSiLocalDB
Folders * || Hame ~ I Size I Tvpe: I
= B cems d @alameda £a primary election 0302 007.mdb 28,612 KE  Microsoft Access Application
(=) ABasic @Alaska.mdb 1,084 KE Microsoft Access Application
[ Backup @cnbb-cnrrected-lEIDlD2-bau:kup.mdb 15,540 KB Microsoft Access Application
® ) Data @Copy of honest ballot 10-17-01.mdhb 1,248 KB Microsoft Access Application
&3 hip @cupy_UF_state_uF_alaska_ZDDq_general_election_c... 16,684 KE  Microsoft Access Application
(5 Tmages @Final prince gearge 9-10-02 primaryS-05.mdb 2,992 KB  Microsoft Access Application
(=3 John Backup @HACKER\-‘ILLE ME.mdb 1,052 KB  Microsoft Access Application
£ John Fork File @j]ohntest mdhb 36,068 KE  Microsoft Access Application
[ ResultClient @]nhntest_w_ballots.mdb 33,028 KE  Microsoft Access Application
Loca| DB LocalDB memphis municipal election 090603final z.mdb 33,060 KB Microsoft Access Application
3 Mickey @memphis municipal election 090603finallahn . mdb 33,764 KB Micrasaft Access Application
) Reports @sloprimaryZDDZORIG.mdb 103,520 KB  Microsoft Access Application
B ) T5Text @TheﬂHSlshelby county 3-3-2006 skatewide primar. mdb 443,568 KE  Microsoft Access Application
¥ [ Googls @theﬂSlshelby.ﬂ. county S§-3-Z006 skatewide primar . mdb 379,140 KB Microsoft Access Application
# |55 Hewlett-Packard @TOTF\L finalunofficialshelby county §-3-2006 stakewi. ., 443,968 KE  Microsoft Access Application
® ) Intel @jtotal'Finalunofficialshelby county 8-3-2006kesk state, .. 379,140 KE  Microsoft Access Application
B (5 Internet Explorer Eljxxxx.mdt- 1,052 KE  Microsoft Access Application
H 5} Intervideo
. * n
; %1 $
% LocalDB
| Ele Edt view Favortes Tooks Help
J (ChBack = £ = T | e Search |£“'; Folders | B F X B | -
J Address I'_I C:\Program Files\GEMS|LocalDB
Folders % | | Mame & | Size | Tepe i Ciate Modified
-@alameda ca primary eleckion 0302 007 mdb 28,612 KB Microsoft Access Application 3I6/2007 9:18 AM
Alaska.mdb ol 1,084 KB Microsoft Access Application 5/14/2007 4:57 FM
/ @cnbb cortected-100102-backup:mdb 18,540 K8  Microsoft Access Application 12/1/2006 11:51 &M
@Copy of honest ballot 10-17-01.mdb 1,245 KB  Microsoft Access Spplication 11/27]2006 6:43 PM
@cnp\;_of_state_nf_alaska_ZDD4_generaI_election_certified-44184.mdb 16,684 KB Microsoft Access Application 3/6/2007 9116 AM
@Final prince george 9-10-0Z2 primarys-05.mdb 2,992 KB Microsoft Access Application 12]1/2006 12:03 PM
@HACKER\J‘ILLE M E.mdb 1,052 KB Microsoft Access Application 5/14/2007 429 PM
@Jnhntest.mdb 36,068 KB Microsoft Access Application 5/14/2007 4:31 PM
@johntest_w_ballots.mdb 33,028 KB  Microsoft Access Application 5/14/2007 4:32 PM
memphis municipal election 090603final 2.mdb 33,060 KB Microsoft Access Application 5(14/2007 5:01 PM
@memphis municipal election 090603finallohnl,mdb 33,764 KB Microsoft Access Application 5/14/2007 3:46 PM
@sloprimaerDDmRIG.mdb 103,520 KB Microsoft Access Application 1/29/2007 11:38 PM
@The443lshelb\; county 8-3-2006 statewide primar. mdb 443,568 KB Microsoft Access Application ZJ28/2007 258 PM
@the443lshelby.ﬂ counky 8-3-2006 statewide primar.mdb 379,140KB  Microsoft Access Application 12/2/2006 10:34 AM
@TOTF\L finalunofficialshelby county 8-3-2006 statewide primar. mdb 443,568 KB Microsoft Access Application 12/2/2006 7:43 AM
@total finalunofficialshelby county 8-3-2006kest statewide primar. mdb 379,140KE  Microsoft Access Application 12]21]2006 809 PM
@mx mdb 1,052 KB Microsoft Access Spplication 5/14/2007 4:38 PM
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Microsoft Access
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g Alaska : Database

@ open B Cesion

@ .

HEE

Ohjecks B[] create table in Design view Candvizroup Flate
B] create table by using wizard Card PlateHeader
B] create table by entering data CardRot FlateRace
Artwork CardRotCounter PlateRot
AuditLog Challengevoter Preference
Eiallot CounterBatch Race
BiallotBiox CounterGroup RaceCounter
BallotRat CounterGroupControl Region
BallotR ot CardrotRlateRat Diskrict ReportingSet
BallobR otR.aceRat ExportFmt ReporkingSeth
BaseunitBallotRok Header RepoartsDefaul
B Farriis BaseunitDistrick KeyTahle RTFData
- BaseunityReg Lanquage SumCandidate
Candidate Monitor Scripk SumCardR.otCs
CandidateCounter SumPaceCoun
«| | 2

Microsoft Access

| fle Edt Wew Insert Tooks Window Help
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e

password

ECE
(B open € Desion gtiew | X | 0 S5
Ohisrts ' @ Create table in Design view CandyEraup Flate
P} creats table by using wizard Card PlateHeader
@ Zreate table by entering data Cardraot PlateRace
- Artwork, CardRotCounter PlateRat
rorms AuditLog Challengehoter Preference
Ballak CounterBatch Race
BallotBox CounterGroup RaceCounter
BallokR.ot CounterGroupContral Fegion
BallotRotCardraotPlateRat Diskrict ReportingSet
BallotRotR.aceRot ExportFmt Reporting3etR
| BaseunitBallotRot Header RepartsDefaul

BaseunitDistrict KeyTable RTFDats
BaseunitVReg Language SumCandidate -
Candidate MonikarScript SumCardrobs
CandidateCaounter = W Cperator SumPaceCoun
*=| Click on *
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change
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t Aiccess - [Operator : Table]

Wiew  Imsert  Format Records I-:rc-'ls_ wirdow  Help:

SRy iRy v a8l Tay A | BH-|T.

d | Label | FullName | Password | AccessLevel | Regionld |
0 admin |admin |Fptasad Pefgrk 0 0
11 Usger |Region | User | wwBuZdwwG. gpmg 1 1
2 Uzer 2 |Region || User  8Z5xfkoTmBws 1 2
3 User 3a |Region llla User 2MWEZtDTWWKE 1 3
4 User 3b |Region lllh User jgrC3Mgpdy' 2y 1 4
& User 4a |Region va Use MzFyDHpLJlJcu. 1 ]
B User 4b |Region Vb Use x00RxREAYNTE 1 5
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alDB

Edb  Wiew Favorites  Tools  Help

k€ - T | Psach e |13 9 X 9| @

5 5 iZ:\Program Files\GEMSiLocalDE

% || Hame ~ | Size I Type:

E alameda ca primary election 0302 007, mdb 28,612 KE  Microsoft Access Application
@ﬁ.laska.mdh 1,084 KB Micrasaft Access Application
cnbh-corrected-lDDIDZ-baclﬂJp.de:u 18,540 KB Microsoft Access Application
@Cnpv of homest ballat 10-17-01.mdb 1,248 KB  Microsoft Access Application
cu:upy_u:uF_state_u:uF_aIaska_:ZEIEI4_genera|_e|ectinn_certifieu:|-44184.m|:||:| 16,684 KB Microsoft Access Application
@Final prince george 9-10-0Z pri -05. b 2,992 KB Microsoft Access Application
P18 HACKERYILLE M E.mdb Hackerville M E 1,080 KB Microsoft Access Application
@Jnhntest.mdh 36,068 KB Microsoft Access Application
@jnhntest_w_hallnts.mdb 33,028 KB Microsoft Access Application
@memphis municipal election 090603final z.mdb 33,060 KB Microsoft Access Application
@memphis municipal election 090603finalJabnl mdb 33,764 KB Microsoft Access Application
@slnprimarﬁﬂﬂzORIG.mdb 103,520 KB Microsoft Access Application
@The‘HSIshelbv counky S-3-2006 skatewide primar,mdb 443,568 KB Microsoft Aiccess Application
@the443lshelhy.ﬁ. county 8-3-2006 stakewide primar.mdb 379,140 KB Microsoft Access Application
@TOTAL finalunafficialshelby counky §-3-2006 stakewide primat. mdb 443,568 KB Micrasoft Access Application
@total finalunofficialshelby counky 8-3-2006test statewide primar, mdb 379,140 KB Microsoft Access Application
@xxxx.mdh 1,052 KB Microsoft Access Application
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