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(Exhibits 1 through 6 were marked for

identification.)

JOSEPH KANEFI ELD,

called as a witness herein, having be en first duly
sworn, was examined and testified as follows:
EXAMINATION

BY MR STRAUB:
Q. Would you please state your full name for the
record.
A. Joseph Kanefield.
Q Whatis --
MR. Rl SNER: Mr. Straub, let me ask a couple
of questions before we get started, | ust to understand
the procedure.
You've listed 14 categories of things you
want to ask about.
MR, STRAUB: Yes.

MR. RI SNER: So is it -- are you going to go

through, like, 1 to 14 and then | get to ask questions,
or are you going to do it, like, when you ask about
1, then | get to cross-examine on 1, or what's your --

MR. STRAUB: My preference was just to take

the deposition and then you cross-exa mine him.
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MR. Rl SNER: Okay. So, then, however long
you take, I'll have at least that muc h time?
MR, STRAUB: | have no problem with that,
Mr. Risner, at all.
MS. SHI PMAN: There's a limit to the length
of the deposition, which is a maximum four hours.
MR STRAUB: Yeah.
MR, RI SNER: Okay. So that means you're not
going to take more than two?

MR, STRAUB: | hope not to.
MR. Rl SNER: Okay. Good.
MR, STRAUB: | have other things to do today
as well.
MR. Rl SNER: Well, | was just wondering.
MR, STRAUB: Okay.
MR. Rl SNER: Thanks.
Q BY MR. STRAUB: And the record should reflect
that this deposition is taken pursuan t to Rule 30(b)(6)
and that apparently the Secretary of State's Office has
designated you, Joe, to be their desi gnated hitter for
today.
A.  That's correct.
Q Okay. And would you tell us what is your
current employment?

A. | am the State Election Director for the
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Arizona Secretary of State's Office. I've been in this
position since January of 2004.
Q What are your responsibilities?

A. I'm the director of the Election Services

Division. | oversee the division wit h responsibilities
that include certifying candidates fo r the ballot --
federal, state, legislative candidate S -- campaign
finance enforcement, processing initi ative and
referendum petitions, educating elect ion officers,
overseeing the lobbyists' compliance and enforcement
program, certifying election equipmen t, and a whole
host of other responsibilities that | can't think of at
the moment.

Q Whose decision was it that you should be the
person produced today to answer the g uestions in the
notice?

A. Secretary of State Jan Brewer.

Q Just to get some foundation here, | want to

talk to you a little bit about -- get some general
background about you and some informa tion about the
particular aspects of your job and th e responsibilities

of your office.
What role do you play in dr afting -- in the
drafting and the adoption of the Secr etary of State's

Election Procedures Manual?
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MS. SHI PMAN: Obijection, that's beyond the

scope of this deposition.

Go ahead.

THE WITNESS: I'm very invo
process of drafting that manual. Pur
the manual is prepared by the Secreta
has to be coordinated with the county
officials, ultimately approved by the
and the Governor, and pre-cleared by

Department of Justice.

| play a role in that proce
drafting the language. Although the
not just myself, but other staff here

of State's Office.

Ived in the

suant to the law,
ry of State. It
election
Attorney General

the United States

ss, oftentimes
process includes

at the Secretary

Q BY MR STRAUB: Is it safe to say that you're

familiar with the manual?

A.  Yes.

Q Is it also safe to say that you are familiar

with Title 16 of the Arizona Revised

A.  Yes.

Statutes?

Q And other Arizona statutes governing
elections in the state of Arizona?

A. Yes, including the Arizona constitution.

Q What role do you play in the approval or

certification of voting systems in Ar izona?
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MS. SHI PMAN: Obijection, beyond the scope.

Go ahead.

THE WITNESS: The Secretary of State's Office
certifies voting equipment pursuant t o state law. We
have a three-member committee that's appointed, also
pursuant to state law, that includes an expert in -- in

election -- what is it?
Let's read here.
Q BY MR STRAUB: For the record, you're
referring to the statutes, at this po int, to supplement
your answer?

A.  I'm referring to 16-442, which specifies that

"The Secretary of State shall appoint a committee of
three persons, to consist of a member of the
engineering college at one of the uni versities, a
member of the State Bar of Arizona an d one person
familiar with voting processes in the state" --

MS. SHI PMAN: May | just ask -- I'm sorry.

May | just ask for clarific ation on the last
guestion? Was it "you," Joe Kanefiel d, or was it
"you," Secretary of State's Office?

MR, STRAUB: No. Joe Kanefield.
MS. SHI PMAN: Okay. My objection stands.

Go ahead.

THE W TNESS: I'm sorry, Mr. Straub. You
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were asking me what role | play?

Q BY MR STRAUB: Yes.

What role do you, particula rly, play in this

process, as the director of elections ?

A. The process is under my jurisdiction within
the office. Attimes, I've sat as a member of this
committee. | do not currently sit on the committee. |
sat on the committee as an Assistant Attorney General
before | became the State Election Di rector on this
committee.

As this point, | do not sit on the
committee. The Assistant Election Di rector is the
representative from our offices that sits on the
committee and she is primarily tasked with organizing
this program, although all approvals go through me
before they're ultimately recommended to the Secretary
of State.

Q Who's the particular person that sits on the
committee?

A. Kris Waite, the Assistant Election Director
for our office.

Q Have you seen the notice of deposition

pursuant to which you are being depos ed today?
A.  Yes.
Q Do you believe that you are prepared to
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answer the questions related to each of the topics set
forth in the deposition notice?
A.  Yes.

Q Is there anyone else within the Secretary of

State's Office who would be more qual ified than you are
to answer the questions related to th e topics set forth
in the deposition notice, particularl y the more
technical ones, either because they a re more versed in
the relevant technologies or otherwis e?

MS. SHI PMAN: Obijection, form.

THE W TNESS: Mr. Straub, you asked for a

representative of our office to discu ss these topics.
We met as a group and we made a recom mendation to the
Secretary of State and she asked me t 0 answer these
guestions.

So the answer to your quest ion is that this
office believes that I'm the person m ost capable of
answering the questions you've asked me to answer
today.

Q BY MR. STRAUB: That includes the technical
guestions?
MB. SHI PMAN: Obijection to the form.
Go ahead.
THE W TNESS: | think | just answered your

guestion.
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Q BY MR, STRAUB: Do you think there's anyone
else in the state of Arizona who woul d be more
qualified than you are to answer the guestions related
to the topics set forth in the deposi tion notice?

MS. SHI PMAN: Obijection, form.
THE W TNESS: In the state of Arizona?

Q BY MR. STRAUB: Yes.

MS. SHI PMAN: Obijection, lack of foundation.
THE W TNESS: | -- | don't know how to answer
that question.

Q BY MR STRAUB: Do you know if there --

A. Is there someone else who's more qualified,
in the whole state, to answer these q uestions?

Q Yes.

MS. SHI PMAN: Objection -- same objection.
THE W TNESS: It's quite possible. | can't
say for sure.

Q BY MR STRAUB: All right. Does your office
consider it important that the provis ions of the
procedures manual be followed?

A. Yes.

Q Okay. What role do you play in ensuring
compliance with the procedures manual ?

MB. SHI PMAN: Obijection.
Just for clarification, who 's "you," the
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Secretary of State's Office --
MR STRAUB: Mr. Kanefield.
Again, these are foundation al --
MS. SHI PMAN: Okay.
MR. STRAUB: -- questions as to his
qualifications to testify.
MS. SHI PMAN: Okay. It's just not clear in

your question.

Same objection, beyond the scope.
THE W TNESS: The manual's under the
authority of our office. If there ar e violations of
the manual that come to my attention, then | will take
whatever measures are necessary to br ing whatever
jurisdiction into compliance.
Q BY MR. STRAUB: Who else within your office
is involved in that process?
MS. SHI PMAN: Obijection, form.
THE W TNESS: Well, | can name my whole staff
in the Election Services Division. W e're all involved,
including the Secretary of State. Ul timately, final
authority rests with her.
Q BY MR STRAUB: How does your office
investigate -- do the investigation, reporting and
enforcement of the processes? Strike that.

How do the investigation, r eporting and
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enforcement processes work when someo

enforcement -- the manual's provision

MS. SHI PMAN: Obijection, form.

ne violates the

s?

THE W TNESS: Well, it -- it depends. If

someone -- if we determine that there
compliance with the procedures manual
process would be to notify the jurisd
jurisdiction to respond.

We're fortunate that we hav
lot of those allegations of specific
jurisdictions.

Keep in mind that this proc
primarily applies to the 15 county el
and, to some extent, the recorders.
of this administration, they have don
following the rules set forth in that
manual -- at least, to our knowledge.

If it was ever brought to o
someone or some jurisdiction was not

then we would take measures to bring

's a lack of
, then the typical

iction and ask the

en't received a

violations by our

edures manual
ections officers,
During the course
e a decent job of

procedures

ur attention that
in compliance,

that jurisdiction

Q BY MR. STRAUB: And what would those measures

A.  Well, we would notify them in writing and ask

into compliance.
be?
them -- give them an opportunity to r

espond. If they
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were still out of compliance, then we would probably
have to go to our counsel, the Attorn ey General's
Office.
Q What familiarity or experience do you have

with providing security for electroni C computer
systems?

MS. SHI PMAN: Objection, beyond the scope.

THE W TNESS: Well, I'm speaking on behalf of
the Office and --

Q BY MR, STRAUB: | want you to answer that
both ways.

Let's just stop you. Why d on't you just
answer it just personally, as to you. What experience
do you have for providing security fo r electronic
computer systems?

MS. SHI PMAN: Same objection.

THE W TNESS: My experience relates to my
role as the State Election Director i n that I'm
obviously concerned with election sec urity at all
levels in this state. It's our job t o ensure that the
equipment is certified and only certi fied equipment is
used. Security is obviously a part o f that process.

So, personally, | suppose t he answer is that

| -- I am involved in that process to the extent this
office plays a significant role in ce rtifying voting



1 equipment.

2 Q BY MR. STRAUB: And what office -- what --

3 what familiarity and experience does the Office of the

4 Secretary of State have with respect to this?

5 MS. SHI PMAN: Obijection, form.

6 THE W TNESS: We've been certifying voting

7 equipment for -- since, perhaps, the '‘80s. | don't

8 remember when that statute came into existence. So

9 this office, the -- the historical ex perience goes back

10 for several administrations.
11 Q BY MR STRAUB: Who on your staff would also
12 have familiarity with and experience with computer

13 security issues?

14 And if you can name some na mes, that would be
15 helpful.

16 MS. SHI PMAN: Just object to the form.

17 THE W TNESS: Yeah.

18 Well, Bill Maaske, our Chie f Information

19 Officer, would have familiarity with that; Kris Waite,
20 the Assistant Election Director; Bill 's staff -- |

21 can't name you all their names at the moment.

22 Mary Fontes is our office m anager. She's
23 been very involved in the certificati On process.

24 Q BY MR, STRAUB: Could you spell her last

25 name, please?
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F-o-n-t-e-s.

Thank you.

> O >

Those people. Primarily, Bill and Kris.

Q Do you believe either Bill or Kris have more
experience with the technical nitty-g ritty matters of
computer security than do you?

A.  Than me?

MS. SHI PMAN: Obijection to form.
THE W TNESS: Well, Bill is an IT person, so
he knows more about computers than | do.

Q BY MR, STRAUB: What about Kris?

A. Krisis not an IT person. She's an elections

person. But she's been dealing in el ection equipment
certification for years, so she has a familiarity with

it. I'm not prepared to say better t han mine, at the
moment, but she's very familiar with it.

Q Suffice it to say on technical computer
issues, Bill would probably have more experience and
more knowledge than you do?

MS. SHI PMAN: Obijection, form, beyond the

scope.

THE W TNESS: Bill is a computer person. So
| guess when it comes to the nitty-gr itty of computers,
he probably has more knowledge than | do.

Q BY MR STRAUB: Are you aware that the
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mentioned.
Q Let's go to those topics, now that some of
the foundational questions of your kn owledge are out of
the way.
Are you familiar with the D iebold or Premier
electronic election system, commonly known as GEMS, and

what is used in Pima County?

A. Yes.

Q Does "GEMS" stand for Global Election
Management System?

A.  Yes.

Q Do you know what I'm referring to when |
refer to the file extension on a comp uter file?

A.  Yes.

Q Are you aware that GEMS generates files with
file extensions of, quote, .mdb, end guote, and/or,
guote, .gbf, end quote?

A.  Yes.

Q Are those files commonly referred to as
databases or database files?

A. Yes.

Q Do you know what functions or purposes are
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performed or served by the GEMS datab ase files?

A. The function of the GEMS database files is to
sort all the information about a sing le election needed
to print ballots, program voting equi pment, receive and
tally results, and output those resul ts in various
printed and electronic formats.

Q You testified earlier that you were familiar

with a procedure that -- the procedur es manual and with
Arizona's election statutes. Does th at include
familiarity with A.R.S. °© 16-445 ?

A.  Yes.

Q I'm going to hand you a copy of the statute.
That's Exhibit 1.

MR, STRAUB: BiIll, | believe you're very
familiar with that.

Q BY MR STRAUB: I'm going to ask you first,
once you've had a chance to review th at, if that
reflects the current version of the s tatute?

A.  Yes, | believe it does.

Q Ifit were reliably reported to your office

that an election official from an Ari zona county was
releasing that county's GEMS database s to the public,
would your office treat that as a vio lation of 16-445 ?

MS. SHI PMAN: Obijection, form.

MR. STRAUB: What's the form objection?
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MS. SHI PMAN: It's ambiguous and it's an
incomplete hypothetical. There are m ultiple questions
there.

Go ahead.
THE W TNESS: No.

6/ Q BY MR STRAUB: The answer is what?
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A. No.

Q Would you consider it a violation -- did you
understand the question?

A.  Yes.

Q Okay. Would you consider it a violation of
the Election Procedures Manual or any other Arizona law
or regulation?

MS. SHI PMAN: Same objection.

THE W TNESS: | would not consider it a

violation of 16-445 for a county to release database
files. 16-445 prohibits us from releasing them, the
files within our possession of the co mputer program

that's filed with our office.

To add to that, my understa nding is the
guestion that you've just asked me, M r. Straub, is a
legal issue in this case . So you're essentially asking
me for a legal opinion and I'm not pr epared to tell you
that Pima County's release of this in formation violates
a statute or doesn't violate a statut e.
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You asked me whether we bel
of the statute violates a -- the rele
information violates a statute, and |
my answer. It doesn't

that we possess would violate the sta

ieved the release
ase of that

et me just clarify

-- releasing the information

tute , but I'm not

prepared to state that releasing the
they possess violates the statute. |

decide that question.

information that

‘Il let the Court

Q BY MR, STRAUB: Your office is charged with

interpreting the statutes, is it not?

A. The statutes that apply to us.

Q The Secretary of State's Office -- the
Secretary of State is the chief elect
state, is she not?

A. Yes, sheis.

ion officer of the

Q Are you saying she has not rendered an

interpretation as to whether or not t

databases by a county would be in vio

he release of

lation of 16-445 ?

A. | don't know if it would be appropriate for

her to render that opinion. 1 think
appropriate for her to render an opin
release of that information by her of
violation of 16-445 .
Q You've testified earlier that your office

considers it important that the elect

it would be
ion whether the

fice could be a

ion statutes in
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the procedures manual be followed. W

be concerned about the county -- abou

el ections official rel easing databases into the wld?

hy would you not

t a county

MS. SHI PMAN: Objection, form, beyond the

scope.

MR, RI SNER: Form.

THE W TNESS: I've never said that. We're

very concerned about the county relea

databases.

sing those

Q BY MR. STRAUB: You're concerned, but you're

not prepared to say that it would be,
violation of 4457? ( 16-445)
A. Correct.

necessarily, a

Q Who in your office would be involved in

deciding how to respond if it were re
you that an elections official from A
Arizona county was releasing the coun
databases to the public?

MS. SHI PMAN: Objection, form.

liably reported to
rizona -- from an

ty's GEMS

THE W TNESS: I'm sorry. Could you repeat

that question?
Q BY MR STRAUB: Yeah.
Who in your office would be
deciding how to respond if it were re

you that an elections official from a

involved in
liably reported to

n Arizona county
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1 was releasing t he GEMS dat abase into

2 MS. SHI PMAN: Same objection.

3 MR. RI SNER: | object to the form.

4 THE W TNESS: The decision --

5 MR. Rl SNER: | object to the term "the wi | d.
6 MR, STRAUB: Okay. To the public.

7 MR. Rl SNER: If you say to the public

8 record --

9 MR, STRAUB: I'll say to the public.

10 MR. RI SNER Yes.

11 MR. STRAUB: I'll rephrase the question.
12 That way, I'll address your objection

13 THE W TNESS: If the concern was

14 our office about releasing that infor

15 releasing that information, the decis

16 respond would ultimately rest with th

17 State herself.

18 Q BY MR. STRAUB: Was it a matter of concern to
19 you or to your office when you learne

20 decided to release its GEMS database

21 general and primary elections and the

22 Transportation Authority Election to

23 MS. SHI PMAN: Obiject to the form.

24 Are you asking him "you" in

25 representative of the Secretary of St

the wild?

raised to
mation -- a county
ion on how to

e Secretary of

d that Pima County
files for the 2006
May 2006

the public?

dividually or as a

ate's Office?
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MR STRAUB: It's to both.

MS. SHI PMAN: So he needs to respond as to

the Secretary of State's Office. You
him individually so he will not respo

MR, STRAUB: Fair enough.

have not named

nd individually.

Q BY MR. STRAUB: Was it a concern to the

Secretary of State's Office?
A.  Yes.
Q Okay. Why was it a concern?
A. | think it's fair to say that our concerns
are reflected in the information that
through the course of this lawsuit.
ultimately determined by the judge hi
it's our understanding that the relea
information poses a security risk to
that the more that it's released, the
that it has to create a security brea
election.
And our concern stems not j
Pima County perspective, but, of cour
statewide perspective. Because 12 co
same system -- build their elections
GEMS program, so the more information
releases, the more potential it has t

security of other elections in other

's been gathered
| mean, as
mself, his order,

se of this

future el ections,

more potential

ch in a future

ust from the

se, from the
unties use the
using the same
that Pima County
o affect the

counties.
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Q Has the Secretary of State's Office made a
determination as to what it will and will not do in
light of the release that Pima County made back in
January of this information?

MS. SHI PMAN: Obijection. I'm just not sure
what the question is.

THE W TNESS: Let me answer that question

by -- I'll try to explain my answer.

The Pima County Board of Su pervisors is not
under the jurisdiction of the Secreta ry of State.
Their decision to release that inform ationis --is a
decision that she -- there's nothing that she can do
about it. She can't order them to ta ke it back or to
not release it. But they did it unde r their own powers
and authority.

Do we agree with the decisi on? No. Butis
there anything we can do about it? A t this point,
under the authority we have in this a d- -- the
Secretary of State has under state la w, no.

Q BY MR, STRAUB: Let me show you what's going
to be marked as Exhibit 2. Is this a current copy of
A.R.S. ©16-4447

A.  Yes.

Q And directing your attention to 16-444(A)(4),

does that language describe the GEMS databases?
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A.  Yes.

Q That's under the definition of "Computer
program"; is that correct?

A.  Yes.

Q I'm out of order on my exhibits here. My

next question, though, I'm going to d irect you to
Exhibit No. 4. Do you recognize this as -- as being an
excerpt from the latest version of th e procedures --

the Election Procedures Manual?

A.  Yes.
Q And when you say the "Election Procedures
Manual," that's the manual you develo ped pursuant to --
what is it -- 16-4527?
A.  That's correct.
Yes, this is -- this is pag e 86 of the
Arizona Secretary of State's Election Procedures Manual
dated October 2007, which is the most current version
of the manual.

Q Let me ask you about that.
MS. SHI PMAN: So it's just page 86 and
page 87, just to clarify.
MR, STRAUB: Thank you for correcting the
record, Counsel.
Q BY MR STRAUB: When was this language -- |

take it whenever you make a change in the Secretary of
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State's procedures manual, generally if it's affecting
elections, you're going to have to ta ke that to the
Department of Justice, under the Voti ng Rights Act;
correct?
A. Yes. Under Section 5 of the Voting Rights
Act, it has to be pre-cleared by the Department of
Justice.
Q So this could not have been in effect until
it was pre-cleared,; is that correct?
A.  Thatis correct.
Q And just for our purposes here, too, when did
you finally receive pre-clearance on this revision?
Would it have been at the end of Janu ary of this year?
A I'll have to get that date for you,
Mr. Straub. | don't have it in my he ad.
Actually, | do have it.
Q Allright.
A. It was pre-cleared by the United States
Department of Justice on January 31, 2008.
Q Okay. Very good.
And are you referring to a copy of the --
your most recent copy of the manual?
A. I'mlooking at the man- -- my copy of the
manual which contains the actual lett er, pre-clearance
letter, from the Department of Justic e, dated
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January 31, 2008.

Q Very good.
So until this thing was pre -cleared, it
really was not in effect; is that cor rect?

A. The previous version was in effect.

Q Okay. Thank you for that segue.

I'm showing you Exhibit No. 5. I want you to
compare this to -- to No. 4, but just take a look at
No. 5 here first. And can you identi fy that as being
an excerpt of the Secretary of State' s manual that
would have been in effect prior to Ex hibit 4?

A. Thisis page 79 and 80 of the 2006 version of
the Arizona Secretary of State's Elec tion Procedures
Manual.

Q Okay. And now, are these -- is this the

corresponding section that is referre d to in Exhibit 4
of the excerpts that I've given to yo u?
A.  Yes.

Q There was a change in language in the

paragraph underneath the title "Filin g of Election" --
of -- excuse me, "Filing of Computer Election Programs
With Secretary of State"; is that cor rect?

A. Correct.

Q Okay. Can you read the -- into the record

the old language -- | guess that woul d be from
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Exhibit 5 -- for that -- that critica | first
paragraph?

MS. SHI PMAN: Just the first paragraph?

MR, STRAUB: Yes.

THE W TNESS: "An election program is an
electronic file or files that contain information about
an election including those used by e lection management
software certified by the Secretary o f State to lay out
ballots and program tabulating equipm ent (also known as
an election database)."

Q BY MR. STRAUB: And what does that
corresponding language now read in th e -- excuse me.
We're referring to Exhibit 4.

A.  "An election program is an electronic file or
files that contain information about an election,
including all programs and documentat ion adequate to
process the ballots at an equivalent counting center,
and an electronic file or files used by election
management software certified by the Secretary of State
to lay out ballots and program tabula ting equipment.
This includes election management sof tware and
databases."

Q I --1notice in Exhibit 4, the newer
version, that there is a specific sta tutory reference
to A.R.S. © 16-444(A)(4) that is not present on page 79
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1 of Exhibit 5.
2 A. Thatis correct.
3 Q Okay. Can you tell me why the Secretary of

4 State made this particular change?

5 MS. SHI PMAN: Obijection, beyond the scope.

6 But go ahead.

7 THE W TNESS: If | recall, it was a

8 clarifying change. | don't believe w e thought that

9 that change was really a change at al I. And it

10 referenced the statute where the defi nition of

11 "computer program" is placed. And it probably came to
12 our attention as a result of this law suit, to be quite

13 honest with you.
14 Q BY MR STRAUB: Okay. You've been -- your
15 office has been following our -- a lo t of lawsuits

16 since last year?

17 A Yes.
18 Q Since last year?
19 A.  Yes, we have.
STRAUB knew al | al ong 0 Q Infact, you had a conversation last year
that 16-445 flawed
with Karen Friar of our office regard ing 16-445 and its

22 potential application, did you not?
23 A. It's possible. You'll have to remind me what
24 | said.

25 Q. Her recollection is that -- that you agreed
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1 with her that 16-445 would require the county to keep
2 those databases confidential. Is tha t your

3 recollection?

4 A. | don't recall that conversation, to be

5 honest with you. I'm sure it -- I'm sure it took

6 place. Karen and | have talked quite a bit over the

7 last couple of years. And my brain i s always fuzzy
8 going back that far, but I think my - - my thinking on

9 this early on was that it --

10 MS. SHI PMAN: | want to make it clear.
11 You're talking about yourself, indivi dually?
12 THE W TNESS: Well, he's asking me about a

13 conversation.

14 MS. SHI PMAN: | understand. | just want to
15 make that clear --

16 THE W TNESS: Yes.

17 MS. SHI PMAN: -- whether your response is on

18 that basis.

19 I'm not stopping you. |ju st want to make

20 sure.

21 THE W TNESS: | -- you know, | recall Karen

22 asking me about the -- the argument t hat Pima County

23 has offered in this case with respect to 16-445 . To
Here we go again 16-445 the extent | agreed with her, it woul d have been a

5 quick response to her summary or aski ng me do | think
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this is a good theory going forward,
like a legitimate argument to make.

Was it the position of this
said it.

| -- 1 do recall talking to

and it sounded

office? No, if |

her, t hough nore

6 gl obal | y, about my concerns and our concerns about the

releasing of this information and | d
her specifically that if it's not --

itself -- if the release of the infor

o remember telling
in the information

mation itself

wasn't governed by 16-445 with respect to the county,

then there very well may be a public
under the Arizona Supreme Court prece
to the release of that information un

records law, so....

Q BY MR STRAUB:

previously the concerns of this offic
the types of public policy arguments
concerned with that should have been

or that you, at that time you were --

policy argument
dents with respect

der the public

And you've articulated
e. Would those be
that you would be

made in the case

A.  Well, my understanding is that Pima County

has made that argument in this case,
exactly the concern. It's a -- it's
concern.

The Secretary of State is 0

concerned with any potential breach o

so -- and that's

a security

bviously very

f security in the
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elections system in the state, at all levels. It -- it
was -- has always been our understand ing that this
could create a security breach. Sow hether the
confidentiality or non-disclosure of that information
is governed by 16-445 or just a general policy against
disclosing information that could lat er be used to
breach another election, either way, the concern is the
same.

Q And one thing | don't think we got in the --
in your particular background as the witness testifying
here today is that you are a lawyer - -

A.  Yes.
Q --isthat correct?
And how many years of pract ice have you --
A. I've been licensed to practice in Arizona
since 1994.

Q Okay. So when you're citing to Karen Friar

some Supreme Court precedent, you're speaking from your

experience and your qualifications as alawyer ?

A Yes.

And, you know, | should cla rify this, because
my conversations with Karen -- and | hope she's always
understood this -- was | awyer to | awyer. You know, to
the extent she was asking me question S in my capacity

as State Election Director and for the position of this
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- 1 office , she should have clarified that, if that was her
she was asking me
these questions in 2 i ntent.
my official
capacity. Because 3 It has never been my unders tanding that when
if that was the
case, then would she has asked me or run these issues by me that |
have most definitely
referred her to our was -- that she was asking me these q uestions in my
counsel, because a
lawyer for the official capacity. Because if that w as the case, then
county should not be
asking me questions 7 | would have most definitely referred her to our
directly without
going through my 8 counsel, because a lawyer for the cou nty should not be
counsel.
9 asking me questions directly without going through my
10 counsel.
11 MS. SHI PMAN: Let's go back to the 30(b)(6)
12 instead of asking him individual ques tions. I've given

13 you a lot of latitude in this.

14 Q BY MR. STRAUB: Well, | have one more

15 question with respect to this issue, and that is that
16 in -- well, actually, | have two ques tions. Oneis as
17 State Election Director, you work wit h the attorneys in

18 various counties?

19 A.  Yes.

20 Q And you actually train them and they

21 actually -- Karen has actually worked with you in
22 training election officials, has she not?

23 A. That's correct.

24 Q Are you saying it would have been wrong for

25 her to ask you that question, as the election director
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of the state?
MS.  SHI PMAN:
Objection, beyond the scope
number of questions you stated you we

certainly form.

That's the third question.

, beyond the

re going to ask,

THE W TNESS: Well, let me just say,

Mr. Straub, that I'm -- I'm very avai
willing to talk with anyone, from vot
constituents to county attorneys to ¢
election officials, from local electi
county election officials to state el
to federal and other state election o
But if someone is questioni
an official policy statement of the A
of State's Office, then they must und
not speak for the Arizona Secretary o
Secretary of State speaks for the Sec
Now, she may authorize me t

behalf, to take a position, at which

and | have done so on many occasions.

having a conversation with a colleagu
attorney who works election issues an
legal question on a legal theory of a
to discuss it with them, but in no wa

construed as an official position of

lable. I'm always
ers to
ity attorneys to
on officials to
ection officials
fficials.
ng me to extract
rizona Secretary
erstand that | do
f State. The
retary of State.
o speak on her
time | will do so,
But if I'm
e who's an
d is asking me a
case, I'm happy
y should that be

this office. And
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I hope that -- that your office under stands that.

Q . BY MR. STRAUB: Given the county's position,
however, in this litigation -- you're familiar with the
county's position in the litigation?

A Yes, | am.

Q And is it fair to say, based on the concerns
that you've articulated, that -- that the county's
decision to oppose the Democratic Par ty in this
particular litigation is something th at is supported by
the Office of the Secretary of State?

A.  We've not taken a position in this suit.
We've been asked to intervene.

So | think the answer to th at question now
would be contrary to the position we' ve taken now in
response to three inquiries from your county. I've
Id you we're concerned about the re lease of that
information.

Q Fair enough.

But are you saying that the county's position
is consistent with the concerns that you have?
A. Thatis correct.

Q. Andwhen | say "you," | mea n the Secretary of
State in this context.
A. Correct.

Q Very good.
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those databases.

So turning your attention b ack to Exhibit

No. 4, in particular the language tha t we've been
focusing on -- that's that paragraph underneath the
state -- the heading, "Filing of Comp uter Election
Programs With Secretary of State" -- when you're
looking at that passage where it says that the term,
guote, election program, end quote, t hen going on,
guote, includes election management s oftware and
databases, end quote, it includes the Global
Management -- Global Election Managem ent System
software and its databases; is that ¢ orrect?

MS. SHI PMAN: Objection, form.

THE W TNESS: That is correct.

Q BY MR. STRAUB: And as we've talked about
before, those databases take that for m of a .mdb or
.gbf file; is that correct?

A. That's correct.

Q And as I've already pointed out -- again
referring to Exhibit 4 -- you now hav e that specific
statutory reference to 16-444(A)(4) o n page 86. Why is
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that reference there?
MS. SHI PMAN: Objection, beyond the scope.

THE W TNESS: | think | mentioned earlier

that when we revised the manual -- as we do every
election cycle -- these are the kinds of things we look
for.

This manual has been inheri ted through
several administrations. One of my | obs is to make
sure it's -- it's precise. And to th e extent that we
can reference statutes where particul ar statements or
interpretations are derived from, we do so. Ifit's
come to my attention that the statuto ry citation
doesn't appear there, then | will put itin, and I will
take -- take them out if they no long er apply.

And we've also added statut ory citations to
every -- every -- pretty much every y ear they elect the
legislature, who's consistently amend ed these statutes
in Title 16. So that's one of the th ings that --
that's one of the reasons we've revis ed the manual
throughout.

Q BY MR, STRAUB: Yeah, but the legislature
endeavors to legislate our knowledge away on a regular
basis, Mr. Kanefield.

A. No comment.

MS. SHI PMAN: There's no question.
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MR, STRAUB: | know. Itis appropriate to
have a moment of levity in a depositi on.
Q BY MR STRAUB: Allright. So we can
conclude from that reference, the sta tutory reference,
that this part of the manual is actua lly meant to
address or expand on -- or actually d efine the same
thing as 16-444(A)(4); is that correc t, essentially?
MS. SHI PMAN: Obijection, beyond the scope.
THE W TNESS: Yes.
MR, STRAUB: | would address the scope
objection. Just for the record, all of these relate to
deposition topic number 1.
MS. SHI PMAN: And --
MR STRAUB: And so --
MS. SHI PMAN: -- | just want to put my
objection to that on the record.
| -- I do not agree with th at statement.
"The functions or purposes that are p erformed or served
by the GEMS database files" does not relate at all to
the purpose and reason for changes in the Election
Procedures Manual.
MR. STRAUB: Oh, I could be on the wrong --
MS. SHI PMAN: Just for the record, I'm --
MR. STRAUB: | could be on the wrong topic.
I'm sorry.
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MS. SHI PMAN: | -- | don't see that topic in
here. But please point me to the one --
MR, STRAUB: Yeah. It's deposition topic --
let's see -- it was 5 -- let me see.
Excuse me. For the record, it's deposition
topic number 4, "Whether A.R.S. ° 16- 444(A)(4)
describes electronic computer databas es, including
those electronic computer files with file extensions of
.mdb' and/or '.gbf,' generated by th e GEMS system."
| believe the witness has a Iready testified
to that at this point.
MS. SHI PMAN: Right, and my -- my same
objection. As to why things are left in or out of the
Election Procedures Manual is not par t of the scope of
the database files, so that's my obje ction.
MR, STRAUB: Okay. All right.

Q BY MR. STRAUB: Moving on, based on the
experience and familiarity that you h ave with the
computer election issues and with the GEMS system and
with the GEMS databases, do you belie ve that the
databases generated by GEMS should be disclosed to the
public?

MS. SHI PMAN: Obijection to form.
THE W TNESS: No.
| think they should be avai lable for
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inspection by authorities, proper aut

event of an allegation of fraud.

Q BY MR STRAUB:

familiarity that you have with comput
and with the GEMS system and with the
do you believe that the databases gen
should have been disclosed to the pub
Pima County -- or by Pima County?

A No.

horities, in the

Based on the experience and

er security issues
GEMS databases,
erated by GEMS

lic of

Q What -- again, you've already articulated

this, but -- again, if | have asked t
apologize -- but, again, if you can e
specific security risks, if any, migh

with a public disclosure of the GEMS

he question, |
laborate, what
t be associated

databases?

A. | think | said this before, and we would just

simply reference the expert opinions
case and as to -- as found by the Cou
order, that the disclosure of this in
lend itself to duplication of -- of v
for future elections that could then
possibly tamper with another election
our primary concerns.

| probably haven't articula
as the experts have in this case, but

certainly agree with that proposition

offered in this

rt, the Court's
formation could
alid programming
be used to

, and those are

ted them as well

-- but we must



41

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

Q Is this a matter that you folks have
discussed internally, like with Mr. M aaske, for
example, and Ms. Waite?

A.  Yes.

You -- this -- just to clar ify, again, this

is our understanding of the Rule 30(b )(6) deposition.
I'm speaking on behalf of the Office. These topics
that you said we were going to discus s today were well
vetted by all of us, so that we -- so that | am here
speaking based on the information and knowledge in this
office.

MS. SHI PMAN: Just for the record, that's --
that's the reason why | objected beyo nd the scope to
your foundational questions, since hi s -- his personal
experience has nothing to do with his ability to
testify as a 30(b)(6) witness.

MR, STRAUB: Well, my concern -- just for the
record -- with respect to that is tha t -- that the
Secretary has produced a witness capa ble of answering
the questions on the technical -- on the technical
bases.

MS. SHI PMAN: | understand. | understand.

But the person -- person's individual experience has
nothing to do with that.

25 MR STRAUB: | think --
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MS. SHI PMAN: Especially considering the
topics that you've pointed out.

MR, STRAUB: Yeah, | think the topics gave
you -- | hope we would agree that the notice of
deposition gave you fair knowledge of the topics | was
going to be talking about today.

MS. SHI PMAN: Yes, and we have prepared
adequately.

Q BY MR STRAUB: Would the security risks

you've just identified change dependi ng on when the

files are disclosed?

A | believe the security risks that are present
with disclosure to begin with certain ly would not -- we
would never, under any circumstances, want that
information to be released before an election if the
election itself was final because the n that information
might be used to potentially wreak ha voc on the current
election.

But the concerns, as we und erstand them in
this case, by Pima County and the Cou rt and also
reflected in our own concerns, is for future elections,
like counties that use the same syste m.

Q Do you have a concern -- and by "you," | mean
your office --

MB. SHI PMAN: You're asking -- I'm assuming
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you're always asking the Office from now on?
MR, STRAUB: I'll clarify when I'm not.
MS. SHI PMAN: Okay.

Q . BY MR STRAUB: Do you have a concern about
releasing election databases, say, be tween the canvas
of a primary election and the upcomin g general
election?

A.  Yes.

Q Could you tell us what that might be?

A. | -- the same concerns that | just mentioned
before, is that those databases, as w e understand i,
could be used to mimic the election, the general
election, and, under a somewhat impla usible set of
circumstances but possible set of cir cumstances, could
be used to interfere with the general election.

Q Would you have an administrative concern such
that it -- if by releasing between a primary and a
general, it would require the electio n officials to
have to re-key the information or re- code information
in the databases, would there be suff icient time in
which to do that between the canvas o f the primary
before -- to the time early voting st arts on the
general?

A. No, we do not believe there would be

sufficient time. And we believe that any attempt to do
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so would create more problems and mor e potential errors
in the election itself, so we would d iscourage that.

Q Would these errors be such things as
mis-keying precincts and that sort of thing?

A.  Yes.

Q And what would the result of an error like
that be?

A. It would throw the general election results
into doubt.

Q Do you think it would create potential
problems as the results are being -- are reported and
inconsistencies and just erroneous ba llot counts now
that we believe those errors would be caught through
the post-election audit processes and other audit
procedures that we hope the county is engaged in?

A. Butin our minds, that's -- the problem is
much larger than that. Because anyti me there's any
error or issue associated with an ele ction, that raises
great alarm among the public. And ou rjob is to
preserve the integrity of the electio ns, to present --
to prevent these kinds of issues from arising so that
our elections are run orderly, unifor mly, and without
errors or issues.

Q Moving on to a somewhat different topic --
and, again, based on your familiarity with the GEMS
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system -- can official ballots for an election be
printed by a person with access to bo th the GEMS
database files for that election and the GEMS

executable program?
A.  Yes.
Q I'would refer you to Exhibit No. 6. It's a
letter that your office had sent to t he chairman.
MS. SHI PMAN: Of the Board of Supervisors.
MR, STRAUB: If you need it, that's fine. Of
the Board of Supervisors.
Thank you, Counsel.
MB. SHI PMAN: Al right.
Q BY MR. STRAUB: Have you seen this letter?
A. Yes.
Q And for the record, this is a letter dated
from your office to The Honorable Ric hard Elias,
Chairman, Pima County Board of Superv isors, on
March 17th of this year?
A.  Yes.

Q Could you please tell me what security risks

can be anticipated from -- or associa ted with

Pima County's past policy of providin g representatives
of the organized political parties wi th official

ballots for use in testing of the vot e tabulating

systems and software?
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A. | think our concerns are obvious. Handing a

partisan elected -- a partisan person
interest in the outcome of an electio
style -- or most of the ballot styles
create a potential for duplication of
ultimately a breach of security, whet
possible or has ever happened. Hopef
But, like Pima County, our
to -- is to close any breach that's a
security breach that's identified to
learned about this, obviously, we wer
And as | have to note, that
Administrator agrees with us and has
recommendation to -- to the Pima Coun
Supervisors to end this practice. Hi
April 3rd, 2008, Mr. C. Huckelberry,

primarily, that | just stated: The s

fairly has an

n. Every ballot
in that election
those ballots and
her that is -- is
ully not.

concern is -- is
potential

us. And when we
e concerned.

the Pima County
made a

ty Board of

s report is dated
for the reasons,

ecurity issues

associated with these -- having these ballots out
there.

Q Is this a similar concern -- the security
issues that you're identifying, is th is a similar

concern about the release of database
well, let me ask you this. Are you a
of the GEMS software are available on

A Yes.

s combined with --
ware that copies

the Internet?
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Q So would your -- is your concern that -- |
think you previously testified that h aving databases
and GEMS, one could generate ballots. Are you -- is
this a similar concern that you're -- that you have
with what's been referred to as Exhib it No. --
M5. SHI PMAN: 7.
MR, STRAUB: 77
MR. RI SNER: 6.
MR, STRAUB: Thank you.
THE W TNESS: Yes.
Q BY MR STRAUB: And specifically, that
concern, again, is just the ability t o have ballots,
unauthorized ballots, in the system; is that correct?
A. Correct.
Q Let me ask the question just slightly
differently. Based on your familiari ty with elections
security, what security risks would b e associated with
providing the public with unlimited ¢ opies of official
ballots for an election prior to elec tion day?
A. It -- this is a topic you noticed --
Q Yes.
A. --for the deposition.
MS. SHI PMAN:  Yes.
THE W TNESS: And we were just unclear as to
what you were asking, to be honest. Are you asking if,
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hypothetically, we just handed out th ousands of blank
ballots to the public or are you refe rring to the early
ballot process? We just weren't sure

Q BY MR STRAUB: Well, | -- my concern is

having unauthorized ballots out there --

A. Okay.

Q -- and the next -- that's --

A. Yeah.

Q -- that's along the same lines as the
guestioning --

A Yeah.

Q --that we're talking about here.

A. Okay. Then the concerns are the same as
giving blank ballots to the parties. It's the same
issue. Giving unauthorized ballots - - having
unauthorized ballots out in the publi cinlarge
guantities creates a potential for -- for fraud, for

duplication and other issues.

Again, that we -- we believ e the physical
security procedures and practices in place will block a
lot of these efforts, but the -- the having those
ballots available, nevertheless, pote ntially
prevents -- presents the capability o f something like

this happening.

So | think it's our job, as election
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officials, to limit the risk of a pos sibility of a

security breach and keep such a breac h from occurring.
There's no reason for -- to give a st ack of blank
ballots to party officials to take ho me. There's
absolutely no reason to do that. If the county wants
to conduct a -- have the parties cond uct their own
tests, then they can do it under the supervision of the
election authorities in the election office. There's
no reason to give anyone blank ballot s before an
election who is not authorized to hav e them.

Q Are you familiar enough with the GEMS system
and the databases to know whether inf ormation found in
the database files for past elections can be used to
predict the layout, rotation paramete rs, or other
confidential aspects of ballots for f uture elections?

A.  Yes.

Q And what would your opinion be with respect

to that? That it is?

A.  Yes.
Q Okay. If GEMS databases from past elections
were released to the public, what mea sures could be
taken to protect future elections fro m tampering?
If you know.
A.  Well, the most effective measure would be to
use a different method so a possible -- a different
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method to lay out the ballots in the
This precludes the election official
election data from one election to an
copying data from one election to ano
practice and cuts down significantly
one election to another, we believe t
re-entering all the data for each ele
increase the chances of error and hav

effect on election integrity.

future election.
from copying
other. Because
ther is a common
on data entry from
hat manually
ction could

e a negative

Q So clearly, to the extent that the release of

ballots may -- of databases may alrea
compromised Pima County's system, you
you could correct that by simply re-k
information. But again, if you have
database, it would require yet anothe

information for the next election?

dy have

're saying that
eying some of the
to disclose that

r re-keying of

A.  Well, whether it would require it or not, |

think, is a -- | think is subject to

to limit the possibility of a breach

release of that information, | -- wou

most effective way of preventing it.

noted before, doing that itself argua

potential problems in a future electi
So there's a balancing here

to what benefit does the public get f

debate. And even
based on the

Id probably be the
But as | have

bly creates more
on.

you have to -- as

rom reviewing this
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information versus the potential to ¢
future elections for the public as a
arguably, the latter is -- is much mo
about future integrity, that if the -
individuals that want to see this inf
concerns about it, | think the Court'
them to view a limited number of file
necessarily have agreed with that.

We agreed with the Court's
them -- have them come forward and sh
the potential problem they saw with t
was. And then at that point, | still
still believe that the authorities sh
reviewing this information.

So the Attorney General, fo
there's an allegation of fraud, shoul
our office or your office or the Pima
office to investigate those issues be
proper body to ascertain whether a fr
on a process and to enforce the law a
individuals rather than have outsider
maybe satisfy them, themselves, that
breach, but, at the same time, creati
problem for future elections and for

whole. We see that as much more prob

reate problems in
whole. And

re of a concern,

- if the

ormation have

s order to allow

S may not

approach, to let
ow the Court what
hat information
believe -- we

ould be the ones

r example, if

d be working with
County Attorney's
cause they're the
aud has occurred
nd prosecute those
s do this only to
there was no

ng a much larger
the public as a

lematic than
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some -- a group or some particular in
interest in seeing -- or even a polit

that matter -- these files. So that

dividual's
ical party, for

is our concern.

Q Inyour opinion, would it be possible to take

the remedial actions -- well....

| think I've already asked

How would you characterize
physical security surrounding the ele

facilities in Arizona's various count

the question.
or describe the
ction systems and

ies?

A. Okay. It's such a broad question, | think

the way we would answer that is to no
security is obviously required by law
procedures manual in various places.
be without question that the county e
are following those procedures. Thin
access to the GEMS server, to tabulat
other critical election components, a
available to authorized individuals v
protection.

The procedures manual goes
about this, but | think, again, from
we believe that physical security of
the counties is intact. We have no r

otherwise.

te that physical
and in the

| think it should
lection officials
gs like ballots,
ion equipment,
re only to be

ia password

into more detail
our perspective,
the elections in

eason to believe

Q Would you agree that not all counties have
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the same degree of physical security as -- as does
Pima County?
A.  Yes. Not all counties have the resources of
Pima County.
Q It's not like we have a lot of resources
right now, in this budget year.

A. Yeah, and the coun- -- | think it's important

to note that the counties vary vastly in size. So the
security measures necessary to secure an election in
Pima County may not necessarily be th e same type as

they are in Greenlee County.

It doesn't mean that Greenl ee County's
elections are any less secure than Pi ma County's
because Pima County does things diffe rently. | think

it's important to note that.
Q Is your office concerned with the lack of
security in any particular county or counties?
You don't have to mention w hich --

A. No. We have no reason to believe that the

counties aren't following the laws an d procedures that
require physical security of all voti ng equipment and
processes.

Q Have you -- in the course of the trial, are
you aware if there was a document, ac tually, that we

produced, that was produced by the De mocratic Party,
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which identified various lack-of-secu rity measures in
the various counties? Have you seen or are you aware
of that document? It's called "Rural County Blues." |
believe it was prepared by Mr. March and Mr. Brakey,
and Mr. March being in the room right now with us.

A.  I'm sure we've seen it. Mr. March and
Mr. Brakey have written a lot of stuf f about elections
in this state.

Q But you've not made an attempt to verify one
way or another whether their concerns were valid?

A.  Well, they -- they've raised some concerns
that we've followed up on. Those ind ividuals are --
are -- tend to focus on the technical side of
elections. They have raised issues a bout the vul- --
security vulnerability with electroni c voting
equipment.

But we believe the state ha s addressed those
issues and that the counties have pro cesses and
procedures in place to prevent the ki nd of breaches
that they have alleged have occurred.

Q Do you believe that the release of databases
from the GEMS system in any one count y poses a risk to
the election security of any other co unty in Arizona?
A.  Yes. | mentioned that earlier.
Q And why?
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A. 12 of the counties, as | mentioned, use the
same systems, build their elections u sing the same
software, the same basic structure. So Pima County
releasing its information could then be used to
potentially build an election in anot her county, using
the same codes and layout, as we unde rstand them.

Is it -- is it a major secu rity
vulnerability? Probably not. Is it a potential?
Yes. |think we, as election officia Is, need to guard

against any potential of security vul nerability, to the
extent we can.

Q What information is contained in the GEMS
database that is not contained in the election
information posted on the Secretary o f State's website
following each election?

A. The election identifier, all the physical
ballot layout information, and | beli eve that's all.
Q Do you know whether the SQL statements are
published?
A. The SQL statements?
Q. Yeah, in the database.
A. | --1don't know. I'd have to find out. It
wasn't on your list of topics.

MS. SHIPMAN: No.

Q BY MR. STRAUB: For the record, | would point
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to topic number 14. And it says, "Wh at information is
contained in the electronic computer databases,
including the electronic computer fil es with file
extensions of .mdb' and/or '.gbf," f rom the GEMS
system that is not contained in the e lection
information posted on the Secretary o f State's website
following each election."

A. | answered that question.

V5. SHI PMAN: Yes.

MR. STRAUB: If | could have a moment with my
client, we might be done with our que stions.
(Recess from 10:15 a.m. to 10:28 a.m.)
EXAM NATI ON
BY MR Rl SNER:
Q Mr. Kanefield, does this office have an
opinion on the security of the GEMS s oftware in
general?
A. We've never made -- taken an official
position on that.
Q Is this office aware of the reports published
by the California Secretary of State following their
"Top to Bottom Review," including the analysis of the

Diebold/GEMS source code?

A.  Yes.
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Q Areyou, the Secretary of State's Office,
aware of the investigation by the Att orney General of
Arizona that resulted in a report fro m iBeta?
A. Yes.
(Exhibit 7 marked for ident ification.)
Q BY MR. Rl SNER: Incidentally, Mr. Kanefield,
could | see the sheet that you've bee n reading answers
from?

M5. SHI PMAN:  Yes.

THE W TNESS: Sure.

MR. RI SNER: You've just handed me two sheets
which, from time to time, you've read answers from.
I'd like to mark this also, if | coul d.

MR. STRAUB: | have no objection.

(Exhibit 8 marked for ident ification.)
Q BY MR. RISNER: I'm showing you what we've
marked as Exhibit 8. What is that, s ir? How was that
two-page document compiled?
A. What? Exhibit No. 8?
Q Yes.
A. It's a summary of answers to the questions
about the topics that were presented to us in the
notice of deposition pursuant to Rule 30(b)(6) from the
Pima County Attorney's Office.
Because it's a Rule 30(b)(6 ) deposition, we
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met as a group to discuss the questio ns or the topics
that were being deposed. Some of the m touched on
technical issues, so we wanted to mak e sure that the
representative from our office -- me, myself, speaking
on behalf of the Office -- was answer ing those
questions consistently.

| don't believe | reference d every question.
The numbers on that sheet correspond to the topic
number set forth in the notice, but M r. Straub didn't
necessarily ask the questions he -- a s posed in the
deposition notice so they may or may not have come out
in my testimony earlier.
Q Thank you. We'll probably get back to that
later.
And I'd like to ask you, we ‘'ve marked this
iBeta report as Exhibit....
M5. SHI PMAN: 7.
MR, STRAUB: 7.
Q BY MR RI SNER: On page 3, there's an
"Executive Summary" and there's a sta tement that says,
"During testing it was discovered tha t the GEMS
software exhibits fundamental securit y flaws that make
definitive validation of data impossi ble due to the
ease of data and log manipulation.”

Would you agree that that's an accurate
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statement about the GEMS software?

A. I'mnotin a position to agree or disagree

with that statement. This is a repor t issued by iBeta,
which I'm assuming is a reputable com pany. | know that
they have done some work as an indepe ndent testing
authority.

So | would assume it's an a ccurate statement,
but | just am not in a position here today to speak on
behalf of the Office and wasn't --

Q Okay.

A. --wasn't notified that | was going to give
an opinion on this report coming into this deposition,
so....

Q Well, your office got a copy of this?

A.  Yes.

Q And you earlier testified -- actually,
several times -- that this office is concerned about
any potential security risk that is d isclosed to it?

A.  Yes.

Q And so if this was disclosed to your office
and they have an opinion that -- that there's a
fundamental security flaw that makes it difficult to
validate data because it's easy to ma nipulate data and
to erase things from the logs, isn't it --

A. It's --it's possible. We are -- yes, we did
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get this report. And we've seen many

that have come to similar conclusions

the equipment manufactured by Premier

as Diebold -- but other companies.

Q Sure.

other reports
about not just

-- formerly known

A. And, yes, these kinds of security issues are

of a concern to us, and always have b

But what we have do is make
kinds of vulnerabilities are never ex
way that that's accomplished in Arizo
physical security procedures and prac
that individuals that have access to
aren't able to exploit these vulnerab
been identified in, like | said, not
but many others. So this is no secre
have been known by not only our offic
offices all over the country.

We -- we have no concerns a
itself. The equipment does what it's
very well. It accurately counts ball
the tabulation process significantly,
public wants. And our job, as electe
make sure that these kinds of vulnera
exploited, just like we've opined tha

ballots should never be released to t

een.

sure that these
posed. And the
na is through
tices to make sure
this equipment
ilities that have
just this state

t. These issues

e but election

bout the equipment
designed to do
ots. It expedites
which is what the
d officials, is to
bilities are never

t the blank

he party officials
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for the same reason. It's all, in ou

consistent.

r minds, very

Q Okay. If I understood what you just said,

you said that these vulnerabilities a
that the key answer to maintaining se
these known vulnerabilities, is the p
of the election server computer itsel

correct?

re well known and
curity, given
hysical security

f; is that

A. All equipment. Not just the server. That's

one component. The ballots themselve
feature or component of the election
be secured.

Q Okay.

A. For obvious reasons.

Q. On the iBeta report, under
Summary," there's an ultimate notatio
paragraph -- I'll read this.

"The basis of the investiga
are log entries that point to tamperi
easier to remove evidence of tamperin
than to actually tamper with the vote
access database that the GEMS softwar
does not follow that someone with the
manipulate the GEMS data would neglec

file to remove the evidence of the ma

S, any critical

process needs to

"Executive

n in the last

tion is that there
ng - but it is far
g from the logs
totals in the

e uses. So it
knowledge to

t to alter the log

nipulation.”
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MS. SHI PMAN: No -- is that a question?

THE W TNESS: Yeah.

Sorry.
MR, RI SNER: Yeah, there is a question.
MS. SHI PMAN: Okay.
Q BY MR, RI SNER: | understand what he's saying
is -- this guy -- or iBeta is saying, look, it's so
easy to erase the tracks of what you' ve done that we
think even though we find evidence th at might -- one
might conclude there was tampering, t here probably
wasn't, because anybody that had suff icient skill to
tamper with it would have covered his tracks.
Isn't that kind of what he' s saying?

MS. SHI PMAN: Obijection, form, beyond the
scope.

THE W TNESS: | -- yeah, | think that's what
he's saying.

Q BY MR. RI SNER: Okay. So let me ask you

this: If, as we agree at this point, that the software
has lots of security problems and can easily be
manipulated by someone with access to the machine, who
checks to see if that operator has do ne that -- or the
persons who have access to the machin e, who checks to
see if they've manipulated data and i f they have, in

fact, exploited these vulnerabilities ?
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MS. SHI PMAN: Obijection, form.

THE W TNESS: Well, if -- | mentioned this

earlier, that if there's an allegatio
that should be brought to the attenti
authorities.
And as | understand it, you
Mr. Risner, was made -- made those fr
allegations and those were brought to
the Attorney General, who did conduct
investigation, including contracting
out of Colorado in addition to other
guestioning and everything else, and
day, it was just -- it was determined
fraudulent -- fraud committed on the
So in our minds, the proces

that's how the process should work.

n of fraud, then

on of the proper

r client,

audulent

the attention of
an extensive
with this company
discovery and

at the end of the
that there was no
elections.

s works. And

17 Q BY MR. RI SNER: Okay. Well, Mr. Kanefield,

let me just correct you for a moment.
made allegations of fraud. And the t
done was contrary to the testing that
suggested ought to be done. And my ¢
believe that the -- neither the testi
was accurate.

My clients brought certain

attention -- that were suggested to t

My clients never
esting that was
my clients
lients do not

ng nor the results

facts to the

he
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Attorney General to check, but they d idn't do it in the
way we wanted, nor have we made those allegations.

But the point that I'm -- | 'm just correcting
what you said. There's no question.

MR, STRAUB: Yeah, | move to strike
Mr. Risner's testimony.

Q BY MR Rl SNER: My question is who checks to

see if this "easy" manipulation has o ccurred by
insiders?
MS. SHI PMAN: Obijection, form.
THE W TNESS: | think I've answered that
guestion.
Q BY MR RI SNER Okay.
A. It would be the authorities.
Q Right.

But for someone to make an allegation of
fraud, don't they need evidence of th e fraud and
indications of that?

A.  Yes.

Q And how can they gain that evidence or how
can they gain indications if they can 't look at the
database?

A.  Well, we have the ballots themselves.
MS. SHI PMAN: Obijection. | just want to

object to the form, beyond the scope.
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Go ahead.

THE W TNESS: We now have, in the state, the

post-election audit procedure of the
for every precinct that's been sample
ballots have been counted by hand, is
under the authority of election offic
established that the machines were no
in fact, worked exactly the way they
So if there was an unaccept
then to me, that might be grounds for

fraud.

Q BY MR RI SNER Okay.

A. But simply a hunch or a suspicion or a

concern because of a hypothetical vul

is -- it would be bad policy for a fu
investigation to be conducted of ever
database whenever some group or perso

allegations without any basis.

Q Okay. So let -- I think I'll need -- since

your answers sometimes are quite rang
back and look at these points.

First, can we clearly estab
office never has gone in and examined

if there's been any fraud or manipula

paper ballots. So
d where those
bi-partisan or
ials, has

t manipulated and,
were designed.
able variance,

investigation of

nerability, to me,
Il scale
y election

n makes such

y, I'll need to go

lish that your

a database to see

tion?

A. Our office doesn't have the authority, under
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law, to do such an examination. Our
office has oversights over a potentia
investigation would be pursuant to th
discussed earlier, where a copy of th
software and database structure is fi
office. And at that point, we would

available to the Attorney General. T
reasons it has to be kept confidentia

So are we going in and are

county databases and computer program

the authority to do that. | mean, th
State's authority is prescribed by la
the constitution, and she's been give
number of election-related activities
and accuracy testing and other relate
But when it comes to the ad
the elections at the county level, wh
about, if you're -- if you're allegin
have been doing this and haven't, the
We just simply don't have the authori
If we were provided that au
course, we would do that. But we thi
process works and that if those alleg
then those with authority -- includin

Attorney, Attorney General -- can und

-- the extent our
| fraud

e statute we

e election

led with our
make that

hat's one of the
l.

we examining
s? We don't have
e Secretary of
w, as set forth in
n oversight over a
, including logic
d issues.
ministration of
at you're talking
g that we should
n you're wrong.
ty to do that.
thority, then, of
nk that the
ations are made,
g the County

ertake such a
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review, as was done by the Attorney G eneral at your
request.

Q Are you aware of any county in Arizona that
has ever conducted a post-election ex amination of the
database for evidence of fraud or man ipulation?

A. | am not aware, other than what's occurred in
Pima County.

But that doesn't mean it ha sn't happened.

It's just that I'm not aware.

Q Okay. So the result, then, is that the
Secretary of State, because it has no authority to,
does not examine and has never examin ed an election
database after an election in any cou nty in Arizona;
correct?
A.  Thatis correct.
MS. SHI PMAN: Obiject to form.
THE W TNESS: Sorry.
Q BY MR. RISNER: And you're not aware of any
county that has ever examined the dat abase after an
election in Arizona; correct?

MS. SHI PMAN: Obijection, form.

THE W TNESS: Yes, but | have to answer that
guestion, again, just because we're n ot aware doesn't
mean they haven't. They're not requi red to report any

such examination to us.
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And we would assume that th ey audit their own
processes from time to time, as any g ood government
body would do.

Q BY MR, RI SNER: How many counties in Arizona
use the Diebold equipment?

A 12

Q And of those 12 counties, how many have an
employee of the county that prepares the ballot for the
election?

MS. SHI PMAN: Obijection, beyond the scope.
THE W TNESS: First, just so we both

understand, Diebold is now Premier.

Q BY MR. Rl SNER: Okay.

A. You know that, I'm sure.

| don't know what percentag e of those
counties have an in-house person that does the ballot
layout. I'm pretty sure that Pima Co unty does it
itself. Coconino County does it itse If. Yavapai
County does it themselves.
After that, | don't -- | do n't know --

Q Okay.

A. --to be honest with you.

Q So you've named three counties.

A.  Yes.

Q So you could be off a county or two, but it's
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something like nine counties, then, w ould rely on -- is
it Bill Broyle (sic) that they rely o n as a private
company?

MS. SHI PMAN: Obijection, form, beyond the
scope.

THE W TNESS: That is our understanding,
yes. Bill and Cindy Doyle do this wo rk for several of
the counties.

Q BY MR RI SNER And --

A --yes.

Q -- what's the name of their company?

A. | don't recall at this moment.

Q But they have a private election company
here -- is it in Glendale?

A. | think they're based out of Flagstaff.

Q And it seems to me that it's unlikely that
those counties, if they don't have th e technical
expertise to put the ballot together, would not have
the technical expertise to examine a database to see

what happened with the election.
MS. SHI PMAN: Obijection to form.
Q BY MR RI SNER: Do you agree with that?
MB. SHI PMAN: Objection to form, beyond the
scope.

THE W TNESS: Well, | think that's a pretty
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broad question. Because whether that
capability in-house of doing such thi

is, in our mind, not the point, you k

can always contract with someone else
do that on their behalf and still be
authority of the county.

So if you're asking me do t
in-house who's an IT person that can
of investigation, well, probably not.
smaller counties, they simply don't h
A lot of times, their IT person does
elections, you know. Like the larger
could have an IT staff or department.

So again, just because they
someone in-house does not mean they'r
doing that. It just means that they

outside of the county to obtain that

county has the
ngs, that issue
now, because they
with expertise to

under the

hey have someone
conduct that kind
In some of the
ave the resources.
more than just

counties, they

don't have
e not capable of
would have to go

expertise.

Q BY MR. RISNER: And, of course, you're not

aware of any county ever doing that?

A. That's the third --

MS. SHI PMAN: Obijection, beyond the scope.

THE W TNESS: That's the third time you've

asked me that question.

MS. SHI PMAN: Yeah.

Q BY MR RI SNER Yeah.



1 A. And I'll answer it the same way.
2 Just because I'm not aware of it doesn't mean
3 this hasn't occurred. They're not re quired to report

4 those kind of reviews to us.

5 And I'm assuming, again, as any good company
6 would do, they're required to make th ese audit checks

7 from time to time. And the magnitude and expense of

8 that will, of course, vary, depending on the county and

9 the resources.
10 Q Do you know anything about this company

11 that -- Bill Broyle (sic), and do you --

12 A. Doyle.

13 Q Oh.

14 A. D-o-y-l-e.

15 Q Okay. Bill Doyle?

16 A.  Uh-huh.

17 Q Andit's Cindy Lou?

18 A. Cindy Doyle. They're married.

19 Q Okay. Have you ever been out to their

20 company?

21 MS. SHI PMAN: Obijection, beyond the scope.
22 THE W TNESS: No.

23 Q BY MR. RI SNER: And do you --

24 MR STRAUB: I'd like to be certain here.

25 Are you saying this is also related t o the issues --
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the questions in the deposition -- th e notice of
deposition questions with respect to other counties and
security of other counties? Is that your position,
Bill, that your question is related t 0 --
MR. RISNER: It's related t o several things.
Certainly it's related to that.
MS. SHI PMAN: | object. It's not related to
the physical security of the counties , in my opinion.
I'm going to sustain my obj ection.
Q BY MR. Rl SNER: Have you ever been out to
their company?
A. No.
Q Do you have any idea how many employees they
have?
MS. SHI PMAN: This line of questioning is --
I'm objecting to beyond the scope and form.
Go ahead.
Q BY MR. Rl SNER: Do you have any idea who
those people are?
A. My understanding is that Bill and Cindy Doyle
worked election administration at one time in the '80s,
maybe even into the '90s, and at some point in that
time, they left government service, o ne; number two,
they have had -- have helped the coun ties do contract

work with elections.
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Our office does not have de alings with them.
We deal only with the counties. And to the extent a
county contracts with those individua Is or anyone else,
we assume the county takes full respo nsibility for the
actions of its contractors, as it doe s its employees.
But we do not deal directly with thos e two
individuals.

Q Do you have any idea how that private company
transmits the ballot information that they contract
with -- perhaps piles of information that they perhaps
contract with nine counties?

MS. SHI PMAN: Same objection.
THE W TNESS: | don't know that.
Q BY MR RI SNER: | --1|thinkin your
testimony earlier, a number of times, you said your
office has security concerns about al | aspects?
A.  Thatis correct.
Q Isit not a security concern that a private
company of unknown quantity or qualit y is sending
information to nine counties that, as far as you know,
no one checks on or knows what's in i t?
MS. SHI PMAN: Obijection, form.
MR. STRAUB: Obiject to form. It's beyond the
scope at this point.

THE W TNESS: It most certainly is a concern
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of our office.

Q BY MR RI SNER: And furthermore, they're
doing it with software that you and o thers agree is
easy to manipulate, easy to cheat wit h, and easy to
cover your tracks with.

MS. SHI PMAN: Obijection, form.

Q BY MR RI SNER: Correct?

A. I've never answered -- I've never put it that

way, Mr. Risner. |think | said it e arlier that the
vulnerabilities identified with the D iebold equipment,
as well as a lot of other election eq uipment and
computers in general, has long been e stablished. But
those vulnerabilities, like any other system, can be
blocked and protected through proper practices and
procedures which we believe are in pl ace in Arizona.
So | don't think it's fair to say that we
believe that this equipment can be ea sily attacked or
has -- has issues in the manner in wh ich we use the

equipment in Arizona.
Q You said earlier that you have followed the
lawsuit of Pima County.
A Yes, sir.
Q Have you seen the David Jefferson affidavit?
I'll ask you questions abou tit, but | think

it's important for you to have it.
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(Exhibit 9 marked for ident ification.)
Q BY MR. RISNER: You can take as much time as
you want. We've got plenty of time h ere.
A. You want me to read the entire --
Q Yeah, why don't you? It would probably be
good for you.

MR, STRAUB: | move to strike that last
comment.

MS. SHI PMAN: The last statement, as --

MR RI SNER What | meant was | believe this
information is viable and useful to a gencies such as
the Secretary of State. It's a thoug htful declaration
by a technical expert who has advised five consecutive
Secretaries of State in the state of California.

MS. SHI PMAN: Same objection.

THE W TNESS: Okay.

MS. SHI PMAN: Let me just ask you a question
about this that | wasn't clear on bef ore. Has this
been submitted to the Court?

MR. RI SNER: Yes.

MB. SHI PMAN: And a judge has used this in
making a determination so far?

MR. Rl SNER: No.

MS. SHI PMAN: Okay.

MR. RI SNER: It's post.
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MS. SHI PMAN: | just want to make sure.
(Off-the-record discussion. )
Q BY MR. RI SNER: Has your office advised, in
any way, any of the 12 Arizona counti es that use the
Diebold GEMS software system of secur ity
vulnerabilities in that system?

A. | think it's fair to say that the counties
are equally aware of the concerns tha t have been raised
by many about security issues with th is equipment as we
are.

Q And the answer to the question, sir?

The question is -- and [I'll repeat it -- has

the Secretary of State advised any of the 12 counties
that use the Diebold system of any se curity problems or
vulnerabilities of that system?

A.  We've advised the counties about allegations
of security vulnerabilities and conce rns raised and
we've advised the counties to follow the specific
practices and procedures to address t hose security
issues to make sure that they are nev er exploited in
their respective jurisdictions.

Q So these are allegations relating to the
Diebold system?
A. | said before, there's allegations related to

all equipment.
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Q My question right now is the Diebold system.

Q When did you do that and how did you advise

A. | can't tell you specifically. We've --

A Yes.
them?
these allegations have been leveled a

equipment since before | started with
they've been constant and ongoing in
years that | have been here.

When these issues come up,
frequently with the counties, with at
sometimes up to four times ayear. T
discussed. They're vetted during the
procedures manual, when the language
proposed to the counties. I'min fre
communication. And I'd have to go ba
know, if -- whether | may have commun
these issues to them.

I'm just telling you, based

four-plus years | have been State Ele

gainst this
this office and

the four-plus

we -- we meet
least two --
hese issues are
drafting of the
itself is -- is
guent email

ck and see, you

icated some of

upon the

ction Director,

that these issues have come up quite frequently --
Q Okay.
A. -- with the counties and they're very well

aware, including the 12 counties that use the Premier

voting system.
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Q But let me ask you, what are these
allegations that you're very familiar with?

A. They're exactly as set forth in the affidavit
you just handed me, that -- that indi viduals believe
and groups believe that this equipmen t has
vulnerabilities, that those with acce ss to the
equipment can manipulate the election results or the
manner in which ballots are tabulated

Q So at trial in this case, Dixie Mundy -- you
know Dixie, don't you?
A.  Yes. Yes, | do.

Q She testified that she wasn't aware of any

security issues related to Diebold, a nd if there had
been any security issues, she's certa in that
Jan Brewer, the Secretary of State, w ould have told
her.

So if | understand your -- your testimony is
that you believe that the security vu Inerabilities of
the Diebold system have, in fact, bee n transmitted from
your office to the various counties w ho use that
equipment?

MS. SHI PMAN: Obiject to form.
THE W TNESS: | think what she's testifying
is that we never said that their equi pment is insecure

and unusable. The answer is no. Obv iously this
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equipment has been certified at the n
the state level. It's been used safe
and in this state, for many election

And, no, we don't believe t
insecure. So, no, we haven't told Pi
other counties that there are securit
associated with their equipment.

What we've told them is tha
security vulnerabilities have been ma
before, that we must be diligent abou
processes and procedures for physical
access to that equipment to make sure
vulnerabilities are never exploited.

We believe we've done that

this state.

ational level and
ly and securely,
cycles.

he equipment's
ma County or any

y problems

t allegations of
de, and, as | said
t following our
security and

that those

successfully in

Q BY MR. RISNER: Does the Secretary of State,

county by county, examine the physica

election computers?

A.  Well, we're not tasked with that

responsibility of actually physically
auditing the security. That -- those
requirements are set forth, again, in
our procedures. We have to presume t
are following those practices and ext

extent that they're following the law

| security of its

examining and
security

state law and in
hat the counties
end the -- to the

s that obligate
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them to do certain things, we assume that they do those
things and that their internal proces ses and checks
make sure that they're in compliance.
Q So the answer is no?

MS. SHI PMAN: Obijection, form.

THE W TNESS: Well, you asked me this
question and so did Mr. Straub. | do n't know how many
times | can answer the same question.

Are we tasked by law with g oing and
physically inspecting the security of the equipment?
The answer is no.

I mean --

Q BY MR. RI SNER: Okay.

A.  -- | have answered it several times. The
Secretary of State's responsibilities are as prescribed
by law, established in the Arizona co nstitution. That
means that the legislature has to giv e her specific
responsibilities and she can't assume anything other
than what's tasked with her. And the counties would
probably not be okay with us doing th at unless we're
specifically tasked with that under | aw.

Q Allright. I wasn't trying to make this
office defensive. | was just trying to get a clear
answer that you don't do it, not that you're required

to do it and you're failing in your o bligations. |
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just --
A. | understand, and --
MS. SHIPMAN: Object to for m.
THE WITNESS: -- and | don' t mean to sound
defensive, by any stretch.
Q BY MR. RISNER: Okay.
A. The question has just been asked of me three
or four different ways and | have to explain why it is

that we don't do these things.

Q Okay.
A. And that we would certainly do them if we
were tasked with doing them under law , as we do with
every other obligation that we have u nder law.
Q Okay. So let me focus on something else. |
have asked you about the vulnerabilit ies of the GEMS
software system and you agree that th e software has
major vulnerabilities in terms of man ipulating data,
erasing stuff, that kind of thing; is n't that correct?
MS. SHIPMAN: Obijection, fo rm.
THE WITNESS: That's not co rrect.
Q BY MR. RISNER: Oh, okay.
A.  That's not correct and | don't think it's
fair for you to characterize the posi tion of our office
as having great concern with security vulnerabilities
of the election equipment here. We'r e--
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1 Q Well, does your office agree that the GEMS

2 software exhibits fundamental --

3 MS. SHIPMAN: Let him finis h his answer,

4 please.

5 MR. RISNER: What?

6 MS. SHIPMAN: Let him finis h his answer.

7 Q BY MR. RISNER: Oh, sure. Go ahead.

8 MS. SHIPMAN: If you have m ore to say. It

9 just seemed you were cut off in mid-s entence.

10 THE WITNESS: Well, I've to Id you we're aware
11 of the allegations of security vulner abilities that

12 exist and that -- and that our job, a s the Secretary of
13 State, and the job of election offici als throughout the
14 state, is to make sure that any poten tial security

15 vulnerability is not exploited, as in any system.

16 That's why we have locks on doors, gu ards in buildings.
17 It's the same concept.

18 So it's our job to make sur e, yes, that there
19 are -- there's issues. There's the p otential for

20 someone to exploit this software and -- but our job is
21 to make sure that that never happens. We believe we
22 are accomplishing that here in Arizon a.

23 Q BY MR. RISNER: Mr. Kanefield, you said you

24 were aware of allegations. My questi on is does this

25 office believe that it's true that th e GEMS software
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exhibits fundamental security flaws?

A -

M5. SHI PMAN: Object to form.

THE W TNESS: I'm not sure we agree with that

characterization. | think that that
somewhat inflammatory. | think that
believe that report is saying is that
knowledge and access can -- can hack
and change results. That's not debat
been debated.

Is that a massive security
No, | don't think so. | don't think
characterization. | think that -- |
if any computer scientist worth that
salt couldn't hack into a computer sy
enough time and access.

But our job is to make sure
with the evil motive and unauthorized

access to that equipment.

Q BY MR RI SNER

way that you accomplish your job is s
book? You never check to see if the

fact, are there to prevent physical a

Okay. All right.

language is
what -- what we
someone with
into this system

ed. It's never

vulnerability?

that that's a fair
would be surprised
person's weight in

stem, if they had

that that person

access never gets

And the
imply to write a
procedures, in

ccess; correct?

MR, STRAUB: I'm going to object. It's

argumentative.



84

oo

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

MS. SHI PMAN: Object to form.
THE W TNESS: | don't think | can answer that
question any better than | answered i t--
Q BY MR RI SNER: All right.
A. - before.

Q I'would agree with that.

Now, the -- the concern tha t you talked
repeatedly about, concerns relating t o the release of
databases from Pima County, tell me, what are the
elements? What are the parts that ma ke up that, that
cause you to come to that conclusion? What is it that

you're concerned about?
A.  Well, | think | said so earlier. And our
concerns come directly from the findi ngs of the Court
and the expert testimony offered in t his case.
Q Okay. Just one moment. Which experts are
you speaking of?

A. The -- the experts cited by the Court in its

ruling dated --

Q Okay.

A. -- December 18th of 2007.

Q Okay. Now, are you aware that -- well,
which -- which sections of the ruling are you speaking
about?

A. The -- the findings of the facts.
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Q Yes.

A. Which ones are there?

Q Mr. Kanefield, are you aware that the
plaintiff has pending motions and obj ections to certain
of the findings of the facts and conc lusions of law
that the judge made?

A. | believe that's why we're here today. I'm

aware.

Q Okay. One of the objections that the
plaintiff had made was to the judge's reference to a
final .mdb database. Are you aware o f that?

A.  Yes.

Q And are you aware that Pima County has agreed
with us that there is no security ris k in releasing the
entire iteration of the data in one e lection if the
final database is released?

MR, STRAUB: I'm going to object to that

guestion because it states the County 's position and we
have the testimony statements of Mr. Moffatt --

THE W TNESS: That's not my understanding of
Pima County's position.
Q BY MR RI SNER: What's your understanding of
it?
A. That they've objected to any release of any

of this information and they've only done so over the
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findings of the Court.

Q Sure.

But | believe that Pima Cou nty has taken the
position that once the final .mdb fil e is released,
that there's no security risk in rele asing the entire
series because the only thing that sh ould change would
be the votes within that series. Are you aware of
that?

MR, STRAUB: Same obijection.

THE W TNESS: Again, perhaps I'm wrong, but
my understanding is that's not the po sition of
Pima County.

MR STRAUB: Also lack of foundation.

Q BY MR RI SNER: Okay. That's fine.

Let me get back to -- I'm t rying to figure
out the other concerns that you have about the database
being released.

So let's identify what are these concerns.
And | think you've said there's somet hing in there that
the judge said. So where is it?

A, Well, let me --

MS. SHI PMAN: Obijection, form.

THE W TNESS: Let me just tell you what our
concerns are.

Q BY MR RI SNER Yeah.
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A. And I'm certain you disagree with us and your
client disagrees with us, but I'm goi ng to tell you

what they are.

They were -- the testimony that was provided
in this case and the findings of the Court were that
the release of this information could be used to
generate databases for other election s for any county
that uses the system and that could p otentially create

a security breach.

Now, you may or may not agr ee with that, but
we believe that to be true. And as | mentioned
earlier, any potential security breac h is of concern to
us. So we just don't believe that re leasing that
information -- whatever benefit may c ome of releasing
it to the individuals that want to lo ok at it is far
outweighed by the potential risk that it creates to the
future integrity of the election admi nistration in the
state of Arizon a.

Q How could it be used to generate databases
for other elections?

A. Again, our understanding is that it -- they

could take the files as they have bee n generated for
prior elections and use them as an ar chitectural
blueprint to create other elections b ased on the

coding, ballot positioning and everyt hing else.
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Q. Okay. You said that they ¢ ould use --
A.  Some of them.
Q They could take the past files and use them
as architectural?
A. Blueprints.
To do what?
To create -- to mimic another election, a
future election.

Q What do you mean, to "mimic" an election?

A. | mean to create -- to build a database for a
future election that -- that could th en be replaced --
or replace the actual database and th ereby manipulate

the outcome of the election.
Q Build a database?
MS. SHI PMAN: Obijection.
Read the testimony back.
THE W TNESS: Sure.
MS. SHI PMAN: If you want to write it down in
your notebook, you can just have it r ead back and then
you can write it down.
MR. Rl SNER: Would you, please.
(The record was read as fol lows:
THE W TNESS: Again, our understanding is
that it -- they could take the files as they have been

generated for prior elections and use them as an
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architectural blueprint to create oth er elections,
based on the coding, ballot positioni ng and everything
else.)

Q BY MR RI SNER: What do you mean, "replace
the actual database"?

A.  We believe that information found in past

election database files could be used to predict the
layout, rotation parameters, or other confidential
aspects of ballots for future electio ns.

Q Okay. And then you -- you were again reading
from your prepared answers?

A. Yes, lam.

Q And what number is that?

A.  Number 9.

Q Okay. Thank you. | think that perhaps would
be useful.

Number 9, that sentence tha t you read, "to
predict the layout,” what do you mean , "predict the
layout"?

A. The ballot layout.

Q Okay. Now, you understand that -- that
ballots actually, something like 90 d ays before
elections, are actually mailed to peo ple in Arizona;
correct?

A. To those that request early ballots.
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Q Yeah. And that Pima County uses something
like 1600 different ballot layouts?
MS. SHI PMAN: Obijection, form.
Q BY MR Rl SNER: Does that sound about right?
A.  Yes.
Q Okay. So you're saying that someone that has
a past election database could predic t the layout of a
new election; right?
A.  Yes.
Q Uh-huh. And so they, of course, would be --
they wouldn't be predicting candidate s. At what point
would they be doing this prediction?
A. | couldn't say.
MS. SHI PMAN: Obiject to form.
THE W TNESS: | couldn't say.
Q BY MR RI SNER: Okay. Let's say that someone
is -- you know, reasonably wanted do that. You might
as well wait until -- until they get a copy of the
actual ballots, don't you think?

MS. SHI PMAN:  Objection, form, beyond the

scope.
THE W TNESS: Well --
Q BY MR. RI SNER: | mean, actual ballots are
mailed up to three months before the election; isn't
that true?
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A. They're mailed 33 days -- or soon to be

26 days before. You can request a ba llot --
Q Okay.
A. --up to 93 days before an election.

Q But don't they mail them within five days?
They're required to mail them thereaf ter?

A. No. Early balloting doesn't begin in the
state until 33 days before the electi on. Although,
like I mentioned, legislation is pend ing that will make
that 26 days.

Q Okay.

A. So even though you may have requested an

early ballot 93 days out, you're not going to get that
ballot until no less than 33 days bef ore the election,
at this point.

Q Okay. The month before the election, real
ballots are out?

A.  (No oral response.)

M5. SHI PMAN: Yes?

Q BY MR. Rl SNER: Okay?

A. Yes.

Q So predicting the layout -- what's "layout"?
Is "layout" where it says, on this pa ge, you got these
candidates and these candidates, and then the names of

those candidates?
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A. | think the term's self-explanatory, but,
yes.
Q Soit's not like a big secret, then, in any
election?
A. Right.
Q And "rotation parameters," what does that
mean?
A.  Well, in Arizona, the law requires that the
candidate names be rotated on the bal lot by county --
Q Yes. So --
A. -- and by precincts.
Q Okay. So actually any of those ballots that
are mailed out a month beforehand hav e the rotation for
each precinct; correct?
MS. SHI PMAN: Obijection, form.
THE W TNESS: Well, it --
MR. STRAUB: Object to foundation.
THE W TNESS: Well, an individual would get
the ballot associated with that perso n's precinct in
that unique ballot style.
Q BY MR. RI SNER: Yeah.
A. So if you're asking the question could that
individual use that ballot to then du plicate ballots
for that particular precinct, well, y es.
Does that pose a risk? Yes . Is that the
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policy of the state? Yes.
Q Well, no --
A. To allow this kind of balloting to occur?
Yeah, that's the law. We allow early balloting to
occur, risks and all.
Q Yes, but what I'm saying is that in that
precinct a month before the election, the person will
have the layout and they'll have the -- the rotation?
A. For that precinct, correct.
Q Yeah. And the rotation is going to be
different for all the precincts --
A. Right.
Q --right?
A.  Yes. And the ballot's going to be different.
Q Right. 1600 of these. Okay.
A

It's a lot easier to figure that key out if

you've got the database files than it is to try to get
a ballot from 1600 people that have r equested early
ballots.
Q Well, sure.
But the ballot rotation and the way that the
rotation occurs is public information , isn't it?
A.  Yes.

MS. SHI PMAN:  Objection to form.

Q BY MR RI SNER: And have you ever seen the
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GEMS manual? It has a whole section on Pima County
rotation. Are you aware of that?

MS. SHI PMAN: Objection, beyond the scope.

THE W TNESS: Sure, | have seen it.

MR RI SNER: Well, let me mark this as an

exhibit.
MR, STRAUB: Could | see a copy?
MR. RI SNER: Yeah, sure.
(Exhibit 10 marked for iden tification.)
MS. SHI PMAN: Could you establish what this
exhibit is and then ask a question ab out it?
MR. Rl SNER Yeah.
MS. SHI PMAN:  Okay.
MR, RI SNER: |didn't copy the first page of
this thing, but this comes from -- it 'sthe GEMS 1.11
User's Guide, Revision 9.0, September 23, 2002.
MS. SHI PMAN: s that the operative GEMS
user's manual for this system that wa s in place at that

time in Pima County?

MR. RI SNER: No. Pima County now uses

1.18.24. So this is not a copy of th e exact user's
guide, yeah. So | have -- | will be drawing an
inference --

MS. SHI PMAN: Okay.

MR, RI SNER: -- that this isn't top secret
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stuff.
MS. SHI PMAN: Thank you for the
clarification.
(Exhibit 11 marked for iden tification.)
MS. SHI PMAN: Do you have a copy of that for
me?

MR. RI SNER Yeah.
MS. SHIPMAN: Thank you.
Q BY MR Rl SNER: |just had that marked as 11.

You haven't seen that, Mr. Kanefield.

So rotation parameters, tha t just refers to,
again, a precinct, if it's Smith, Jon es and Wilson,
that in one precinct, Smith's on top, in another, Jones
is on top, and then the next one, Wil son's on top;
correct?

A. Right.

Q And, in fact, the rotation is required by

A.R.S.; right?

A. Correct.

Q Okay. And the political parties receive,
months before the election, as to can didates, for
instance, in Pima County, copies of a I1 1600 types of
ballots that are going to be on that election so that
they'll -- they can verify rotation o r anything else

they want to verify; isn't that corre ct?



96

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

MS. SHI PMAN:  Objection, form.
MR. STRAUB: Obijection, foundation.
THE W TNESS: | don't know if they receive
the exact form that the ballot is goi ng to be in once
it's printed. | do know that they're provided with the
information so that they can double-c heck the spelling
of the candidates' names and things | ike that.
Q BY MR. RI SNER:  Okay.
A.  So that kind of information.
Q Okay. Inyour sentence here, it says "other
confidential aspects." So what are t he "other
confidential aspects" in this answer that you read in
number 9 off your sheet?
A. | think it would be information like the
positioning of the races on the ballo t and the manner
in which the scanning machines are go ing to read the
ballot. And there may be other point s, too, that |
just -- I just don't remember at the moment.
Q Okay. Now, you know, | have handed you
Exhibit 11. And these -- they're var ious codes -- were
used for -- for candidates. But the computer person
who writes the election can change th e codes each time,
can he not?
MR, STRAUB: I'm going to object to

foundation.
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THE W TNESS: | would assume that would be
the case.

MS. SHI PMAN: I'm going to object to the
foundation of Exhibit 11, too.

MR STRAUB: Yes. Join.

MR, RI SNER: Well, I might point out that

Exhibit 11 has previously been marked and identified in
Thomas W. Ryan's deposition and was a document prepared
by him.
MS. SHI PMAN: Okay. That will be helpful.
MR STRAUB: | still have the same
foundational objection, though, regar dless. That was
certainly authenticated based on his knowledge, but the
guestion is if you're questioning Mr. Kanefield about
this document, you still need to prov ide foundation, if
you have questions from this document , as to his
knowledge and understanding of what t his document is.
Q BY MR. RISNER: Yeah.
Do you know how those elect ion codes or
candidate codes are determined within the GEMS system?
MS. SHI PMAN: Obijection, beyond the scope.
THE W TNESS: | do not, personally, no.
Q. BY MR, RI SNER: Yeah. Why do you -- do you
think, then, that's a security proble m, knowing what

they were in the past?
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MR, STRAUB: Obiject to foundation.
THE W TNESS: It's possible.

Q BY MR. RI SNER: Yeah, but you have no idea

because you don't know how it works; right?

MS. SHI PMAN: Obijection --

THE W TNESS: | wouldn't, personally.

MS. SHI PMAN: -- beyond the scope, form.

THE W TNESS: | wasn't prepared to come and
answer these specific kinds of questi ons here,
Mr. Risner.

Q BY MR RI SNER: Okay. So what other concerns
do you have about the release of data bases other than
what -- what was in your response to number 9, which
you amplified on?

MS. SHI PMAN: And his previous response to
your question.

THE W TNESS: Yeah, | don't think | have
anything more to add to what I've sai d before about the
general concerns of this office as to the release of
that information.

Q BY MR. RI SNER: And then what this concern

would be -- and if I've got it right -- is that someone
could look at, as you say, past elect ion databases and
predict the layout, the rotation para meters.

And then what would they do once they did
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that? If they were successful in doi ng what you say

can be done, what would they do next?

MS. SHI PMAN:  Objection, form.
Q BY MR, RI SNER: And I think you said,
"replace the actual database." Is th at what you said?
A. Aslunderstand it. That -- again, | would
just refer back to the testimony alre ady offered in
this case --
Q Okay.
A. -- by experts with more knowledge about these
security issues than myself.
Q Okay. I don't understand what you mean by
"replace the actual database." | mea n, I -- when |
hear you say that, | think of somebod y that would sneak
in, in the middle of the night, and e rase the county's
database and, pwuu, (audibly indicati ng), put their own
in.
What do you mean by "replac e the actual
database"?
A. | don't know how she's going to put that
letter or that word --
MS. SHI PMAN:  Whoo.
THE W TNESS: -- in the transcript.
Q BY MR RI SNER: That was a computer sound.
A M. Ri sner, again, you're asking me some
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pretty specific questions. | think w
been asked to testify here today abou
testimony. The materials that we hav
and the expert testimony already offe
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record in this case. | understand th
clients disagree with those issues an
testimony to the contrary, but all |
that the concerns raised in this case
our job is to prevent any kind of fut
to the extent that those concerns exi
possible, then deal with them.

Q Sure.

But, Mr. Kanefield, my clie

Pima County Democratic Party, agrees

Mr. Jefferson and others that there a
risks with the software.

A. Understood.

hat -- what we've
t, | provided that
e, we've cited,
red in this case.
ecord to give you
ready in the

at you and your
d you've offered
can do is tell you
, we believe. And
ure breach. And

st and are
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Q And we're aware that you don't check it
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that's a huge security problem that n 0 one's checking
and we want to check it. And you, th e Secretary of
State, is testifying that you have co ncerns about a
little, little, little, little teeny thing. And so |
need to find out just what itis in t hat little teeny
thing that you have that concerns thi s release. So
that's what I'm asking you for.

You say someone could repla ce it, but you

don't know what that means; right?

MS. SHI PMAN: Objection, form.
Q BY MR, RI SNER: Replace the database?
Or if you do, tell me what you mean.
MR, STRAUB: I'm going to join with the
objection.
THE W TNESS: Well, we disagree with your
assertion that these are "teeny" conc erns.
Q BY MR. RI SNER: Okay.
A. Any potential breach is a concern. And |
think it's been well established -- h ypothetically,
perhaps, somewhat implausibly -- that someone with this
information, with this knowledge, and with access to
use it, could wreak havoc on a future election.
Q How?
A. | -- 1 think by replacing the information, by

getting it into the system.
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Now, like | said before, we

the security that we have in place wo

from happening.

Q What does that mean to get it into the

system? | don't understand. Tell me

A

| think maybe it's a, as we understand i

well, these issues that your client h

these kind of -- isn't this -- how is

different than what you're alleging ¢

this software?

That's what | don't underst

guestion. My understanding is that y

there are vulnerabilities that exist

exploited by someone with knowledge.

to be the case, too. So | don't unde

guestion.

Q Okay. I'll explain it for you. And we --

what the Pima County Democratic Party

been concerned about the physical sec

computer. That concern that we have

your concern. You're concerned about

security of that computer. You don't

we've checked on it, but it's a major

and you have rules relating to it.

-- we hope that
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ou believe that
that could be
We believe that

rstand your

has done is we've
urity of the

is identical to

the physical
check on it, but

concern of yours
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MS. SHI PMAN: There's none. He's just

witness?
explaining.
MR. Rl SNER: I'm explaining.
Q BY MR RI SNER
the same concern. And in response, p

rules and to our efforts, they have a
computer that is secure from outside
means no modem access, cables or view
locked cabinet. We've got cameras, e
Pima County believes that their machi
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expert -- as to how anyone can insert
this secure computer. That's the har
So when you talk about what
in a future election, that they could
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about -- that question is just like h
can you get into this Fort Knox we're
middle?
Our problem -- and what I'm
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Pima County purports to have
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n election
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people that have access to it -- insi
group -- in the sense of they insert
that's in here. Who checks on what t
checks on what happens?

You say, well, only if ther
But there can only be allegations if
information, if someone examines what
But that's not your agency's job. Yo

So the -- my question, then
to get at, is all of these concerns,
to, I'm trying to identify exactly wh
you're concerned about and what you'r
If -- if it's the fantasy that someon
print ballots, then | want to know --
going to ask you about those mechanis
do it? How does this stuff work?

That -- that's -- that's --
are. That's where we're coming from.
know, if -- so let me get back to thi

When you talk about someone
database, what are you saying? How d
what is it they're replacing?

A l--
MS. SHI PVAN:

objection to the -- your interpretati

ders, Bill Doyle's
the material
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there's
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1 testimony and your explanation of why you're asking

2 these questions.

3 MR Rl SNER Okay.

4 MR, STRAUB: I'll join that objection.

5 THE W TNESS: It's -- it's our understanding

6 thatitis possible. Implausible, bu t possible.

7 Q BY MR RI SNER: To do what?

8 A. To use this information to exploit a future

9 election.

10 Q How?

11 A. | continue to cite to the expert testimony

12 and the findings of the Court itself. Whether you
13 agree with that or not, it doesn't ma tter. It's what
14 we think. And we have these concerns . They've been
15 brought to our attention and we belie ve that there is a
16 security risk -- as does Pima County -- in releasing
17 this information. There's nothing th at you can tell
18 me, Mr. Risner, to convince me otherw ise.

19 Q I--

20 A.  You can ask the question a thousand ways.

21 Q It's a hypothetical.

22 A. It'simplausible, yet it exists. And whether

23 you agree or not, it doesn't matter.
24 Q Sure.

25 But what | do need to know is if the
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1 Secretary of State has an opinion, wh ether or not it's
2 based on fact, and what those facts a re.
3 So how does this office bel ieve that a

4 database can be replaced?

5 MS. SHI PMAN: Objection, form.

6 Q BY MR RI SNER: We're talking about there

7 are -- this isn't religion. This is software,

8 machines, physical things, an electio n that has

9 processes. How?
10 A. It would have to be done by an individual

11 with access.

12 Q Towhat?
13 A. To the -- to the GEMS database.
14 Q Okay. So someone would have to have access

15 to the computer server --

16 A.  Yes.

17 Q --correct?

18 A.  Yes.

19 Q Yeah.

20 And are you aware of any po ssible mechanism
21 asto how anyone on the outside -- th e Democratic

22 Party, anyone else -- can have access to Pima County's

23 election, sir?
24 A. There should --

25 MS. SHI PMAN: Obijection, beyond the scope.
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Go ahead.
THE W TNESS: There should be no access, if
procedures are followed.
Q BY MR RI SNER: And itisn't just
Pima County. Isn'tit true that ever y county should
have their election computer so that no one on the
outside could have access to it?
MS. SHI PMAN: Objection, form.
THE W TNESS: Absolutely.
Q BY MR RI SNER: And are you aware that the
GEMS software is available, including on the Internet?
MS. SHI PMAN: Obijection, form.
THE W TNESS: The question has been asked
already and | answered yes.
Q BY MR RI SNER: And are you aware that there
are databases that are -- have been p rovided from other
jurisdictions, not just from Pima Cou nty?

MS. SHI PMAN: Objection, beyond the scope,

and form.

THE W TNESS: | know from this --

MR. STRAUB: Obijectto form. The question is
wrong. Pima County has not provided databases, on the

Internet or otherwise.
THE W TNESS: | know Alaska has released this

information, from learning that from this case.
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Q. BY MR. RI SNER: So what additional risks
would there be?

In other words, if the data bases are in
existence, you would agree there's al ready a risk?
It's there; correct?

MS. SHI PMAN: Obijection, form.
MR, STRAUB: Object to foundation.

THE W TNESS: | think you've just stated it

as an incremental problem, and that's our
understanding, is that the more it's released, the more
information is released, the more of a threat that is
posed. The more information that is in the hands of
those with knowledge and ability and potential access,
the more they can potentially exploit security

vulnerabilities in an election system
Q BY MR RI SNER: All right. But no one has
access except insiders; correct?
MS. SHI PMAN: Obijection, form.

THE WITNESS: That is true.

But isn't the whole point o f election
security to prevent anybody without a ccess from
obtaining access and wouldn't the int ent of that
someone with a fraudulent motive be t o try to bypass
those mechanisms and isn't that the p oint of security

in general?
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So | --1guess | don'tund erstand what
you're getting at. That is, yes, the security
procedures are in place to prevent ph ysical access from
those without authorization. They sh ould do that.

But if the allegations that are constantly
circulating out there by activists an d others, if those
are true, then there are -- there are individuals that
are constantly trying to exploit vuln erabilities and
bypass those security mechanisms. So I think we, as
election officials, have to do whatev er we can to
prevent any such exploitations from e ver happening.

Q BY MR RI SNER: Butyou understand that in
Arizona, political parties have a rol e to monitor the
accuracy of elections?

MS. SHI PMAN: Obijection, form.

THE W TNESS: | believe they have a role
under law to do that. | don't believ e that the law
extends to them the right to analyze and inspect this
particular kind of information.

MS. SHI PMAN:  How nuch | onger do you intend
to take?

MR. Rl SNER: Oh, maybe three hours.

MS. SHI PMAN: Do you have a real prediction?

MR. Rl SNER: Oh, probably another hour or so.

MS. SHI PMAN:  Another hour?
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1 MR, RI SNER Yeah. | mean, | --it's in the

2 public's interest that | use the time if I can think of
3 the questions. That's kind of the wa y I'm looking at
4 it

5 MS. SHI PMAN: You don't -- your client isn't

6 the public.

7 MR, RI SNER: My client is -- its obligation

8 is assisting and serving the Democrat ic Party --

9 THE W TNESS: Serving the --

10 MR. RI SNER: -- which serves the public as a

11 political party.

12 Ms. SHI PMAN: Right.

13 Q BY MR. RI SNER: You said something in

14 response to, Mr. Kanefield, to questi ons from

15 Mr. Straub, which was that official b allots could be
16 printed. How could someone print off icial ballots?
17 A. | think anybody with a good printer and the

18 right paper stock could print ballots

19 Q Okay. And what would they need to print

20 ballots?

21 MS. SHI PMAN: Objection, form.

22 THE W TNESS: That information is beyond the

23 scope of my expertise.
24 Q BY MR, RI SNER: Well, let me ask you this:

25 How would obtaining past election dat abases enable one
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to print official ballots in the futu re?

MS. SHI PMAN: Objection, beyond the scope.

THE W TNESS: Well, they'd have the layout
for the ballot. And as has been pret ty clearly
established, I think, in this case, i s that the
election officials themselves use the past databases to
build future elections to minimize th e possibilities of
any errors.

So they have those database s. They have the
codes for the races and everything el se. They could
simply customize the ballot for the u pcoming election,
based on the public information avalil able, and generate
a duplicate ballot.

Q BY MR RI SNER: Butthey change the -- they
should be changing the codes each ele ction, shouldn't
they? A new election is new codes?

MR, STRAUB: Objection, argumentative.

THE W TNESS: The election itself has new
codes, but we're talking about codes to each -- as |
understand it -- each race, each cand idate. Everybody
is coded with a specific code and the names and races
are simply plugged into those codes f or future
elections.

Now, this gets a little bit beyond the scope

of my expertise. It's beyond what | was prepared to
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1 come talk about today. But I'm givin g the best answer

2 |can, as | understand it.

3 Q BY MR. RI SNER: But you did talk about it.

4 You said official ballots could be pr inted?

5 A 1did.

6 MS. SHI PMAN: Obijection --

7 Q BY MR RI SNER So talk --

8 MS. SHI PMAN: -- beyond the scope.

9 Q BY MR RI SNER: -- talk about it.

10 V5. SHI PMAN: Form.

11 Q BY MR. RI SNER: Butthe codes aren't on the

12 ballots, are they?

13 A. They're not on the ballots themselves, no.
14 Q Soifthe codes aren't on the ballots
15 themselves, how can someone, using pa st election data,

16 know what the codes are?

17 A. If they're using the database files, so they

18 would have the codes embedded in the files, as |
19 understand it.

20 Q But the codes change? They can put any codes

21 in they want to, can't they?

22 MS. SHI PMAN:  Objection --
23 MR. STRAUB: Obiject to foundation.
24 MS. SHI PMAN: -- form.

25 THE W TNESS: Again, you're getting beyond --



113

8

9

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

into technical issues that are beyond the scope of my
expertise. But my understanding is t hat those codes
don't change as they apply to a speci fic ballot.

Q BY MR RI SNER Oh, so --

A.  And we might be talking about different
things. I'm not sure.

Q Justto be real clear, the Secretary of State

is not saying that -- or are you -- t hat by getting
past election data, one would know wh at the codes were
in a future election? Are you saying that?

A. | --1think we're saying that.

Q Yeah. Okay.

Then -- then my next thing is, then, how do
you think that? What is -- what do y ou base it on that
you believe that knowing past codes w ould tell you what
the codes are going to be the next i me?

MS. SHI PMAN: Obijection, form.

THE W TNESS: Well, as | already said, the
counties don't rebuild the ballot bas ed on every
election, for reasons we discussed pr eviously. So |
think it's fairly predictable that th e -- and, again,
the more of these databases you have, the more you're
going to be able to predict how the b allot's going to

be built for a future election, so...

Q BY MR RI SNER: Okay. Is it not a simple
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matter to change the coding each elec tion?
A. It's not a simple matter, and | talked about
this at length earlier, that changing the coding itself
prevents potential issues, including just typos, for
lack of a better term. | mean, one s mall change, if
it -- you can -- that's just wrong be cause someone was
tired or whatever, is going to cause a lot more
problems in a future election than be ing able to rely
on the structure that was built in pr ior elections.

So, yeah, it could be chang ed, yeah, each
election cycle, but that brings with it more risk to
the integrity of future elections tha n any benefit that
we perceive of disclosing information so someone could
take a look because they want to do a n audit.

Q Tell me what one of these codes are.
MS. SHI PMAN: Obijection, beyond the scope,
form.
THE W TNESS: | couldn't tell you.
Q BY MR RI SNER: Yeah.
A.  We don't code ballots here at the Secretary
of State's Office.

Q Okay. So you've never seen the codes;
correct?
MS. SHI PMAN: Objection, form.

THE W TNESS: I'm sure | have, Mr. Risner, at
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1 some point. But, remember, we're not in the business
2 of building ballots and printing ball ots.

3 Q BY MR RI SNER: Okay.

4 A. That's a county obligation.

5 Q I'mjust trying to find out your level of

6 expertise.

7 MS. SHI PMAN: Obijection, misstates --

8 Q BY MR. RISNER: So the Secretary of State

9 doesn't use the codes and can't tell us what these

10 codes are?

11 MS. SHI PMAN: Objection, form.

12 THE W TNESS: Well, | don't know.

13 MS. SHI PMAN: Beyond the scope.

14 Sorry.

15 THE W TNESS: | don't know if that's true.

16 You know, we have to interface with t hat system because
17 the results are transmitted to us. S o we do have a

18 pretty good technical understanding o f the manner in

19 which the ballots are built, it's jus t beyond the scope

20 of my knowledge at this point.

21 Q BY MR RI SNER: All right. Are you --is it

22 the position of this office that the codes cannot be
23 changed each election?

24 A. They certainly can be changed, but the

25 position of this office is that it's not advised. It's
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ill-advised to do that.
Q It'sill-advised to change the codes?
A.  Yeah.
Q You believe that they should keep the same

codes each time?

A.  Well, we believe that -- that the ballot --
building the ballots based on previou s elections is a
good practice to prevent potential pr oblems that are
inherent in restructuring anything fr om -- from anew.
So --

Q Okay. Let's -- let's talk about a ballot
that has, you know, Jon Kyle and Pete rson running for
the U.S. senate. Now, for the next e lection, the
candidates are going to be different for the U.S.
senate or state representative or sta te senator; right?

A. Right.

Q Now, what code -- isn't it true that there
are codes for candidates; correct?

A.  As | understand it --
MS. SHIPMAN: Obijection, be yond the scope.
THE WITNESS: As | understa nd it, yes.
Q BY MR. RI SNER: Yet the candidates will
change, will they not?
A. But there's also codes for races, as |

understand it, so -- and the ballot p ositioning and



117

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

everything else, isn't that the conce rn? | mean -- |
shouldn't say that is the concern.

Yeah, you can change the na mes. You know who
those names are going to be in the up coming election.

Q Sure.

A. If the -- the big risk is being able to build

the ballot itself electronically, cre ating a database
or mimicking a database for a future election in an
effort to potentially exploit that el ection.

Q Okay. With what?

A. The race codes.

Q What are "race codes"? What are those codes
like?

MS. SHI PMAN: Objection, beyond the scope.
THE W TNESS: Again, | wasn't prepared to
come here and answer --

Q BY MR. RISNER: Okay.

A. -- questions to that level of --

Q Okay.

A. --technical difficulty.

M5. SHI PMAN:  You weren't asked to.

Q BY MR RI SNER: Okay. Well, but isn'tit the
essence of what you're saying? The w hole point, if |
understand it -- this is significant -- is that if you
release old databases, you can predic t things in new
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elections and make ballots. And what you can predict

are these codes?

But the codes, you're not p repared to talk
about? You don't know what the codes are that you're
concerned that we could predict; righ t?

MS. SHI PMAN: Obijection, beyond the scope,
and form.
Q BY MR RI SNER: Isn't that what you're
saying?
A. That's not what I'm saying.

MR. STRAUB: Objection to form.

Q BY MR, RI SNER: What are you saying?
A. | don't understand your question.
MS. SHI PMAN: It's too vague.
Q BY MR. RI SNER: You don't know how races are
coded, didn't you say?
MS. SHI PMAN: Objection to form.
Q BY MR, RI SNER: | thought that's what you --
A. This office knows how those races are coded.
We could only provide one person toda y to testify.
It's me.
Q Okay.

A. If you want that level of information, you're
going to have to call somebody else.

MS. SHI PMAN: Request another 30(b)(6).
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THE WITNESS: We're nota p arty to this
lawsuit, Mr. Risner.
Q BY MR. RISNER: Did you talk to someone about
how races were coded?
MS. SHIPMAN: Obijection, be yond the scope.
Q BY MR. RISNER: In preparing for this
deposition today, did you consult wit h someone in your
office about how GEMS codes races?

A. 1did, generally speaking, and because we

were provided with topics that were g oing to be
covered.
But in no way did we get in to that level of

detail. You know --
Q Who did you talk to?

A. | talked to Bill Maaske, our CIO; | talked to

Kris Waite, our Assistant Election Di rector;

Kevin Tyne, the Deputy Secretary of S tate; Craig
Stender, who is our coordinator under the Help America
Vote Act; Mary Fontes, who is our off ice manager.

We have discussed these iss ues, but | -- I'm
sorry that I'm not able to answer the se very detailed
guestions. That doesn't mean our off ice doesn't have
the specific knowledge. It's just th at we were asked
to come here to discuss very general topics, and |

believe we have satisfied that reques t.
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MR STRAUB: Bill, can we take a break?
MR. Rl SNER: Sure.
MR. STRAUB: In private.
Note the time.
(A conference ensued betwee n Mr. Straub and
Mr. Risner outside the deposition roo m from 11:57 a.m.
to 11:59 a.m.)
MS. SHI PMAN: | just want to know what you
guys talked about out there.
MR. RISNER  Yes. Mr. Straub was concerned
that pursuant to 30(b)(6), the Secret ary hadn't
provided a knowledgeable witness. An d | responded that
a knowledgeable witness would be harm ful to his case
because he's trying to sell a bunch o f bull manure and
it would benefit us if we -- you know , anyone
knowledgeable would agree with the po sition that we're
taking. But that I thought that, you know, that
they're answering as best they can, b ecause this office
doesn't know up from down.
MS. SHI PMAN: Do you agree with that?
MR. STRAUB: | agree with the
characterization of the conversation, but I think it's
inappropriate being shared on the rec ord.
| also think that -- I do s hare my concerns
that | stated at the beginning of the -- of the
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deposition and why the foundational g
were to ensure that the witness was i
to the 30(b)(6) request. And | -- |
concerns because of the particularity
technical staff that the Secretary of
would actually assist my case, and th
concern was.

| don't know that either of
benefit by not having a witness -- ev
notice on the technical issues -- who

answer those questions. That's what

MR. MARCH: And may | comment?

uestions | did
ndeed responsive
do have those
which [ think the
State does have

at's what my

the parties
en when given fair
is not able to

my concern is.

MS. SHI PMAN: No. No, actually, you may not

comment.

MR, MARCH: We're off the record.

MR. RI SNER: You may not comment.

MS. SHI PMAN: You may not comment.

There -- | just --and my r
comment on that issue is that these q
specific. They do not ask technical
we've provided -- we've done exactly
under Rule 30(b)(6) to comply with yo
we have.

| think the special technic

way beyond the scope of this 30(b)(6)

esponse to your
uestions are very
guestions. And
what is required

ur 30(b)(6), and

al questions are

notice and we
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1 weren't required -- if you wanted tha t kind of

2 information, then you should have ask ed those specific
3 questions.

4 I'm completely comfortable with Mr. Kanefield
5 as awitness. He is more than adequa tely prepared and
6 he's answering questions that are way beyond the

7 scope. So we are cooperating as best we can here.

8 MR. Rl SNER: Well, you know, | would point

9 out that issue number 2 says "the sec urity risks."

10 MS. SHI PMAN: Uh-huh.

11 MR RI SNER: And so | would associate it with

12 public disclosure of computer databas es.

13 And [ think it's fair, too, if the topic for
14 the Secretary of State are security r isks, that those
15 risks be identified in particular and not merely with
16 conclusions. And so my questions abo ut the

17 particularity of the risks relate to that topic matter.
18 MS. SHI PMAN: | just want to -- in response

19 to that point, we have identified the security risks
20 and we have identified them with part icularity. You

21 are asking where and why and how part icular codes are
22 used, which is a level that is not re quired by this

23 deposition natice.
24 Q BY MR. RI SNER: Number 9, if | could read

25 that, says, "Whether information foun din the
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electronic computer database files fo r past elections
can be used to predict the layout, ro tational
parameters, or other confidential asp ects of ballots
for future elections."

A. So--
MS. SHI PMAN: That's a yes or no question.
It's been answered.

Q BY MR RI SNER: Well, one can always ask what

is the basis of the response, whether it's based on
facts and particularities or anything else. And "other
confidential aspects of ballots," tha t precisely is the
kind of information that | was just a sking.

MS. SHI PMAN: | disagree with you completely.

That was not what you were asking abo ut. You were
asking specifically whether we knew w hat a certain code
was for an election and where it was placed in the
computer database. That has nothing to do with this

topic number 9 that you've identified

MR. Rl SNER: Well, it's my understanding that

the "other confidential aspects of ba llots" was, in

fact, the -- the coding, because we a sked questions
about the layout of the ballots, the 1600 that are sent
out. We asked about rotation paramet ers. Rotation is
established by -- by statute. Rotati on is described

in --
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MS.  SHI PMAN: But you --

MR RI SNER: -- in the GEMS manual and
rotation is by statute.

So the "other confidential aspects," as |
understand it, is how the races are ¢ oded and
candidates are coded.

MS. SHI PMAN: Well, perhaps that would -- if

that was your understanding, that sho uld have been what
was included in this 30(b) (6) notice , which you didn't
issue but was issued by Pima County. If that was their
understanding, they should have said that, because
"confidential aspects” is what we det ermine as
confidential aspects when we look at this question.

MR. Rl SNER: Okay.

MS. SHI PMAN: And we have answered that
response as to what we consider confi dential aspects.
If you want to know the particulariti es of coding and
where certain things -- how codes ori ginate, how
they're formed, the basis of the numb ers in a database,
then you should have asked that quest ion in the
deposition notice.

MR, RI SNER: | didn't write the notice.

MS. SHI PMAN: Well, so don't use it as the
basis for your questions.

MR. Rl SNER: Well, the reason I'm using it is
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because | don't believe that there ar e confidential
aspects.

MS. SHI PMAN: | understand that you don't
believe a lot of things that are said in this
deposition, but there is no reason to question the
preparedness of this withess because he is not giving
you the specifics that were in your m ind when you read
this deposition request.

MR, Rl SNER: | have not done that.

MS. SHI PMAN: Yes, you have.

MR STRAUB: You have.

MS. SHI PMAN: You just did, when you asked
him all the coding questions.

MR. Rl SNER: Well, of course, I'm asking
about the coding questions.

MS. SHI PMAN: Well, of course, you can ask
the questions, but do not be upset th at we don't know
all the specifics that you're asking about because you
interpreted the term "confidential as pects" to mean
coding.

MR. RI SNER: I'm not upset.
MS. SHI PMAN: Yes, you are.
MR RI SNER: I'm confident that this office
doesn't know, because he didn't use t hat in this case.

MS. SHI PMAN: It's not that this office
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1 doesn't know. It was not -- and plea se stop

2 mischaracterizing what | have said to you.

3 MR. Rl SNER: Well --

4 MR, STRAUB: We could make a record in

5 respect to this, but in the interests of time, | would
6 suggest that we go forward with the d eposition

7 MS. SHI PMAN: | would completely agree.

8 Q BY MR. RI SNER: Yes.

9 What's your understanding, on behalf of this
10 offices, what "other confidential aspec ts of ballots for
11 future elections" refers to in number 9?

12 MS. SHI PMAN: Obijection to form.

13 THE W TNESS: | have already answered that

14 question.

15 Q BY MR. RI SNER: Okay. And then in your

16 prepared answers to -- and I'm in Exh ibit 8. You say
17 that "We believe that information fou nd in past

18 election database files could be used to predict the
19 layouts, rotation parameters, or other confidential

20 aspects of ballots for future electio ns."

21 What "other confidential as pects" were you
22 referring to?

23 MS. SHI PMAN: Obijection to form.

24 THE W TNESS: | already answered that

25 question.
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MR. MARCH: Bill?
Q BY MR KANEFI ELD: Mr. Kanefield, you were
asked questions relating to A.R.S. °© 16-442.
MS. SHI PMAN: Obijection to form.
It's my -- well, my objecti on --
MR, STRAUB: 442 or 4437
MS. SHI PMAN: 443, that wasn't one that
was --

MR RI SNER: Yeabh, sure.

Q BY MR. Rl SNER: What kind of testing did the
committee perform?

MR, STRAUB: I'm going to object that this is
way beyond the scope.

MS. SHI PMAN: | join in that objection.

THE W TNESS: Testing of a particular piece
of equipment?

Q BY MR RI SNER: Yeah.

MS. SHI PMAN: Are you referring to
subsection A, where it -- could you p oint out
specifically where you're pointing to in the record
is -- in this statute is?

MR, RI SNER: Well, what I'm doing is at the
beginning of -- yeah, at the beginnin g of the
examination of Mr. Kanefield --

MS. SHI PMAN: The state procedures manual.
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MR. Rl SNER: -- counsel for Pima County read
from and identified 16-442 and had Mr . Kanefield
describe the three-member committee a nd who these
people are in the committee and talk about the
testing.

So B, section B, is what my question relates

to, and I'm asking him what kind of t esting
the committee performed.

MR, STRAUB: And I'm objecting that this is

way beyond the scope.

MS. SHI PMAN: | join that objection.

THE W TNESS: The testing process that we
undertake in 16-442(A) is established in our procedures
manual.

MS. SHI PMAN: He's asking about B.

THE W TNESS: Well, and subsection B says how
we test them and when the -- the cond ition of
certification in Arizona is based on approval from a
laboratory that's been accredited pur suant to the Help

America Vote Act.

Q BY MR. RI SNER: And how does Arizona
determine that there has been federal certification of
the components used in the state?

MS. SHI PMAN: Obijection, beyond the scope,

and form.
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MR, STRAUB: | would join that.
THE W TNESS: The vendor is required to

produce justifi- -- evidence, documen tation, that that
testing has been performed. The proc edure is set forth
in our procedures manual.

Q BY MR RI SNER: And did you testify that
the -- | believe that the release of past databases in
Pima County would pose a risk to anot her county in
their future election?

A. | believe | testified that it could pose a
risk.

Q Yeah. And the nature of that risk is based
on what specific fact?

A. The facts identified by the experts and the
Court in this case.

Q  Which are what?

A. The record speaks for itself.

Q Well, have you read the transcript from this
trial?

A. I've read the Court's decision, but I've not
read the transcript of the trial.

Q Well, you know, you were talking before, |
think, about how someone would take a database in that
county and use it to lay out one from the next

election. How would that apply to a different county?
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1 MS. SHI PMAN: Obijection, form.

2 THE W TNESS: Again, this has all been vetted

3 in their case by experts. We have no reason to doubt
4 the opinions of those experts and the findings of the
5 Court.

6 Q BY MR RI SNER: So, then, what you -- what is

7 your source of knowledge of what the experts have

8 testified to in this case?

9 A. The Court's opinion and the expert testimony
10 offered in that case.

11 Q Okay. "The Court's opinion"? You're

12 referring to its ruling; correct?

13 A. And the opinion of Pima County itself.
14 Q Inwhat form?
15 A. Inthe findings and recommendations of the

16 county administrator.

17 Q And what document is it that you're referring

18 to?

19 A. Well, there's two documents. He issued

20 proposed findings late last year, 200 7, and he issued a
21 final recommendation, as | mentioned earlier, on

22 April 3rd, 2008.

23 Q Sois there something in Mr. Huckelberry's

24 April 3rd document that you are relyi ng on?

25 A. I'm not relying on anything, Mr. Risner.
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You've asked me this question several times, as did
Mr. Straub: Do we have concerns with the release of
this information?

And I've answered the quest ion yes and | have
told you why.

Q Now I'm asking a different question. What do

you have concerns -- that you have co ncerns is
conclusionary. What | want to know i s what are the
factors that have caused you to arriv e at that
concern? What is it about past Pima County election
databases that would impact the secur ity of future

elections in other counties?

MS. SHI PMAN: Obijection to the classi- -- the
characterization as the concerns bein g "conclusionary"
and to form.

MR, STRAUB: I'll join that objection.

THE W TNESS: At this point in this

deposition, I'm going to have to refe r you back to the
answers that | already gave. | don't think the
guestion you're asking me right now i s any different
than questions that | have already be en asked and |
don't wish to recharacterize my answe r in any different
way.

Q BY MR. Rl SNER: Would you agree with your

attorney that -- or just would you ag ree that the term
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1 "concern"is not a conclusion?

2 MS. SHI PMAN: Obijection, form.
3 THE W TNESS: Yeah, | agree with my attorney.
4 Q BY MR. Rl SNER: My notes reflect during the
5 questioning by Mr. Straub that you sa id that the
6 Secretary of State had determined tha t you were the
7 best person in the Office to answer t echnical

8 questions. Was that your response?
9 MS. SHI PMAN: Obijection, form.
10 THE W TNESS: To answer the questions posed

11 in the notice of deposition.

12 Q BY MR, RI SNER: And I believe that you also

13 testified that the Secretary of State 's Office had

14 experience in certifying election equ ipment?

15 A. Yes.

16 Q So what have you all done in that process

17 that has -- what has your experience been?

18 A.  We've certified a great number of election

19 equipment under this process set fort h in 16-442 during

20 the course of this administration.

21 Q Well, what does it entail doing?

22 A. It entails a process of the vendor applying

23 for certification, presenting the equ ipment to this
24 three-member committee that I've desc ribed previously,

25 as set forth in 16-442(A), having a p hysical
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demonstration of the equipment to thi
committee reviewing the reports of th
testing authorities that have previou
equipment, reviewing any public comme
any, and ultimately making a recommen
Secretary of State as to whether or n

equipment.

s committee, the
e independent
sly reviewed the
nt, if there is
dation to the

ot to certify that

Q Do they do any independent examination?

A. They do a physical inspecti
equipment. And during the course of
demonstration -- one of the members o
Dr. William Lewis, who is a professor
Arizona State University. | believe
the Chief Information Officer for Ari
University. So he's very much an exp
of technical -- in terms of the techn
certifying equipment. To the extent
tests on the equipment, he will do th
course of the certification.

Obviously -- I'm sorry, dur
the demonstration.

Obviously, there's some asp
aren't able to do ourselves. So as p
legislature within this statute, the

focus a great deal of reliance on the

on of the

the

f the committee is
of engineering at
he formerly was
zona State

ert in this area
ical aspects of

he can perform

at during the

ing the course of

ects which we
rescribed by the
process is -- does

independent
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testing authorities as certified by t he Federal
Elections Assistance Commission.

Q Does the committee write a report that would
set out what they have done in testin g each of the
equipment?

MS. SHI PMAN: Obijection, beyond the scope.

THE W TNESS: The committee generates a brief
report that is in the form of a recom mendation to the
Secretary of State.

Q BY MR. RI SNER: The Diebold or Premier
equipment that Pima County used was ¢ ertified by Wyle
and Ciber Labs, both of which have -- were subsequently
deprived of the ability to certify eq uipment because
they kept inaccurate records and had done a lousy job.

MS. SHI PMAN: Obijection -- excuse me.

Q BY MR. RI SNER: Are you aware of that?

MS. SHI PMAN: Obijection, form.

MR, STRAUB: Objection, foundation.

M5. SHI PMAN: Go ahead.

MR, STRAUB: This whole line of questioning

is not relevant to the issues in the 30(b)(6) notice or
beyond the scope nor is it relevant t 0 any issue in the
trial.

Furthermore, object to the form of the
guestion in terms of assuming facts t hat are not in
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1 evidence. Because this is essentiall y a trial

2 transcript. | believe there hasto b e that evidence,
3 and | don't believe that has been pro vided.

4 MS. SHI PMAN: | would join the objection.

5 THE W TNESS: What was your question again?

6 Q BY MR. Rl SNER: Yeah.

7 Are you aware that Ciber an d Wyle Labs, that
8 had certified the equipment used in P ima County, were
9 subsequently deprived of the -- decer tified as an

10 independent lab, that they could no | onger certify

11 equipment because of the inadequacy o f their testing of

12 the very equipment that we use?

13 MR. STRAUB: Same objections.

14 MS. SHI PMAN: Join the same objections.

15 THE W TNESS: [I'm aware that EAC had some

16 concerns. | don't remember the exten t to which they
17 acted on those. | believe you said t hey "decertified."
18 Q BY MR. Rl SNER: Yeah.

19 A. I'm not sure what the proper term is for what

20 they do to suspend their ability to d o testing --

21 Q Yeah.

22 A.  --under the -- under the accreditation of

23 the EAC. At the time that they were performing these
24 tests for -- on this equipment, my un derstanding is

25 they did the proper certification and accreditation and
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nothing has ever been called to our a
anything they did during the course o
equipment that you mentioned was, in
compromised.
Q Well, isn't it true that it was the very
certification process for our equipme
determined to be inadequate, which re

not being able to certify the softwar

ttention that
f reviewing the

any way,

nt that was
sulted in their

e in the future?

MS. SHI PMAN: Same objections, beyond the

scope and it's not relevant.

MR STRAUB: Join that.

THE W TNESS: Mr. Risner, I'm not sure

what -- | know there's an issue with

not sure that your characterization i
may be. But I'd have to go back and
letters from the EAC to Ciber and Wyl
matter was ultimately resolved, becau
understanding that it has been -- tha
whatever issues were raised, have bee

may not have been.

the EAC, but I'm

s accurate. It
look at the point

e and see how this
se | -- it was my

t those issues,

n addressed. They

Q BY MR. Rl SNER: You recognize, do you not,

that there's a difference between com

databases?

MR. STRAUB: Object to foundation.

puter programs and

THE W TNESS: Generally speaking, yes.
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Q BY MR RI SNER: And looking at Exhibit 4 --
would you take a look at Exhibit 4? And the first
paragraph talks about "an election pr ogram"?

A. Yes.

Q Would you agree with that?

A.  Yes.

Q And would you agree that the term "election
program" is not contained in A.R.S. °© 16-444?

A.  That's correct.

Q Has the Secretary of State's Office made any
proposals or directives as to how to deal with the
security risks inherent in the Diebol d software?

MS. SHI PMAN: Obijection, form.

Q BY MR. RI SNER: The GEMS software?

A. As | have mentioned before, we've addressed
these allegations of security vulnera bilities by
promulgating procedures that require intense physical
security of the equipment itself.

| should add, Mr. Risner, t hat the
procedures, the security procedures i n the procedures
manual, were added by this administra tion as a result
of many of these reports and studies and allegations
that have been raised over the pasty ears since this
administration has been in office.

Q Institution of required hand audits has been
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a major and significant advance in th e security of
computer-counted elections; would you agree?
A. It -- it definitely has increased the
auditing capabilities and provides an additional check
to assure that the machines are worki ng properly and
that no one has indeed tampered with them.
Q And were you -- did you follow the process of
that bill through the legislature whe n it was first
passed?
A. Yes.
Q Would you agree that the Pima County
Democratic Party, through the efforts of Tom Ryan and
Ted Downing, played a constructive ro le in getting that
passed through the legislature?
MR. STRAUB: Objection as not relevant
MS. SHI PMAN: This is beyond the scope, form.
THE W TNESS: | know they were involved. |
know they testified. But | can't spe ak to the extent
of their involvement.
Q BY MR RI SNER Okay.
A. Obviously the bill was drafted by a senator,
presumably reviewed by the legislativ e counsel, and to
the extent they take credit for draft ing it, I'm not
sure if that's accurate or not.
Q What else is in the response to the
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1 deposition issue number 1, relating t o "The function of

2 the GEMS database files"?

3 MS. SHI PMAN: Are you referring to that --

4 MR. Rl SNER: Exhibit 8.

5 MS. SHI PMAN: That's good enough for me.

6 Want a copy of the depositi on notice?

7 MR Rl SNER: I've got it.

8 MR, STRAUB: I'll look over your shoulder

9 here.

10 Q BY MR. RI SNER: With a database, once the

11 election is completed, isn't it true that one can

12 examine that database to see if there have been changes

13 in it that should not have occurred?

14 M5. SHI PMAN: Obijection -- go ahead. I'm

15 sorry.

16 Obijection, beyond the scope , form.

17 THE W TNESS: | believe that to be true.

18 Q BY MR, RI SNER: So it would be a very

19 important collection of data if one w anted to examine
20 whether or not there had been fraud i n an election?
21 MS. SHI PMAN: Obijection --

22 Q BY MR RI SNER: Correct?

23 MS. SHI PMAN: Same objections.

24 THE W TNESS: Yes.

25 Q BY MR, RI SNER: And part of it is because it
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contains the history of that election , from its setup
to the final vote counts; correct?

MS. SHI PMAN: Same objections.

THE W TNESS: That is my understanding.

MR, STRAUB: Object to foundation.

Q BY MR. RI SNER: And what one would want to

look at is to see if, for instance, t he order and
rotation remained fixed throughout th e entire election

process; correct?

M5. SHI PMAN: Same objection.
THE W TNESS: Correct.
Q BY MR. RI SNER: And one would want to see if
the queries had been altered througho ut the election
process; correct?
MS. SHI PMAN: Same objections.
THE W TNESS: | suppose that would be the
case.
Q BY MR RI SNER: So would you then agree that
a major function of the database is t he ability to
analyze it after the election and to be able to see how
those numbers came about, when they w ere entered, and
what was done throughout the entire e lection process?

MS. SHI PMAN: Obijection, form.
THE W TNESS: That would be the case if there

had been an allegation of some kind o f fraud or
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wrongdoing with the el ection.
Q BY MR. Rl SNER: Right.
Or if one wanted to examine it to see if
there had been computer glitches or p roblems that were
unrelated to the fraud; wouldn't that also be correct?
MS. SHI PMAN: Obijection, form.
THE W TNESS: Yes.
Q BY MR RI SNER: Yes.
Are you aware that the GEMS database uses the
Microsoft "Jet" engine?
MS. SHI PMAN: Obijection, beyond the scope.
THE W TNESS: Yes.

Q BY MR, RI SNER: And are you familiar with the
various limitations of that engine an d the ability for
there to be errors through the data i nput process?

MR, STRAUB: Objection, foundation.

MS. SHI PMAN: Obijection, beyond the scope,
and form.

THE W TNESS: If | recall, that was one of
the findings of the Court. I'd have to refer back to
what the Court determined.

Q BY MR, RI SNER: So in addition, then, to
examining for -- for fraud, an examin ation of the
database later would aid in determini ng whether or not
there had been non-malicious errors s imply because of
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weaknesses in the software system; co rrect?
MR, STRAUB: Objection, argumentative.
MS. SHI PMAN: Obijection, form.
THE W TNESS: Yes, assuming the examination
is being done by those authorized to do so.
Q BY MR. RI SNER: Well, what difference does it
make if the examination is done by so meone authorized
to do so?
A.  Well, because of the issues we've already
discussed, that that -- while that in formation could be
used to ascertain whether there had b een some kind of a
fraud or error, unintentional or not, it also could be
used to potentially create security i ssues in other
elections.

So, yes, it's useful inform ation and it can
be -- it should be used for that purp ose, but it should
only be examined by those authorized to do so.

Q Okay. And those authorized -- you've
previously testified that your office is not authorized
unless there is a specific allegation of fraud?
MS. SHI PMAN: Obijection, form.
THE W TNESS: Yes, | believe that's the case.
And that's in looking at the manner i n which the
process is established in 16-444.
Q BY MR RI SNER: All right.



143

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

A 445.(  16-445)

Q Yes.
Would you agree that the At torney General has
not done such an examination of any e lection database,

that you're aware of?
MS. SHI PMAN: Obijection, beyond the scope,
and form.
MR, STRAUB: | join that objection.
THE W TNESS: My understanding is the
Attorney General did make that kind o f examination --
but maybe I'm mistaken --
Q BY MR. RI SNER: Well --
A. -- with respect to the RTA election in
2006.
| may be wrong. Maybe it w as a more limited
examination.
Q Yes. The iBeta report indicates that it
looked at one .gbf file.
A. ldon't know.
Q Are you aware otherwise of what they looked
at, beyond what would be in the iBeta report?
MS. SHI PMAN: Obijection, form, and beyond the
scope.
MR. STRAUB: Object to foundation.

THE W TNESS: It's just that the
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Attorney General advised us about thi
review or investigation. No informat
to us until they presented a draft of

Q BY MR RI SNER Okay.

s study, this
ion was provided

the final report.

A. So it was sent to us the day before it was

released.

Q So those authorized includes who? Who --

who's authorized to examine the datab
A. The election officials themselves.

Q Okay. So --

ase?

A. And the Attorney General, in the event of an

allegation of fraud.

Q And, incidentally, when you -- you were just

talking about 16-445 . So let me ask about that.

What does each "state, coun
district, special district, city or t

10 days before the election, send you

ty, school

own election,’

r office?

MS. SHI PMAN: Obijection, beyond the scope.

MR, STRAUB: Join.

THE W TNESS: They send us a copy of the

computer program for the election.

Q BY MR, RI SNER: Okay. So if -- let's say

a -- one of those enumerated jurisdic
uses GEMS. And they use GEMS and the

out a ballot layout. What do you exp

tions sends --
y develop and fill

ect them to send?
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A. Both --
MS. SHI PMAN: Obijection, beyond the scope.
Go ahead.
THE W TNESS: Both in GEMS and to the extent
the election ballot has been generate d.
Q BY MR RI SNER: Okay. So you expect them to
send the executable or the -- what do they send?
A.  What they're required to send is established
in the procedures manual.
Q What section?
A. On page 86.
Q What section?
| think, unfortunately, | h ave got a
different version.
MS. SHI PMAN: It's Exhibit --
THE W TNESS: Which | think is Exhibit --
MR, STRAUB: Exhibit 4.
THE W TNESS: -- 4.
MR STRAUB: Yeah.
Q BY MR, RI SNER: Okay. So what is it that
they would send?
MS. SHI PMAN: Same objections.
THE W TNESS: Well, what | mentioned. What
they would send is described in the f irst paragraph on
page 86 of the procedures manual, mar ked as Exhibit 4,
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under the heading, "Filing of Compute r Election
Programs With Secretary of State."

Q BY MR RI SNER: Okay. Well, that first
paragraph refers to "an election prog ram." So you
believe that -- and what this office believes that they

would file is a copy of -- for instan ce, let's say they
use 1.18.24. They send you that prog ram; is that
correct?

MS. SHI PMAN: Obijection, form, and beyond the
scope.

THE W TNESS: They send that program and the
database that's laid out for that par ticular election.

Q BY MR, RI SNER: Okay. And then do you expect
them, thereafter, to send, from that point on, from the
10 days before the election, everythi ng that happens
until the final .mdb? Do they ever s end that?

MB. SHI PMAN: Same objections.
THE W TNESS: They're only required to send
us what's prescribed in that statute.

Q BY MR. RI SNER: Okay. So there's been -- |
believe in this case it's established that the
Democratic Party now has 308 database s from three
elections. So presume this: Of the -- | don't have
the exact numbers. | would presume t hat if that 308 is
in three elections, that one was just a special
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election and that it -- it may not be equal. In other
words, we may not simply be able to d ivide by three.
But let's, just for purpose s of our election

question, assume a hundred databases in each election.
Then what they send you is the first one; would that be
correct?

MS. SHI PMAN: Obiject -- same objections.

THE W TNESS: | believe that's correct.

Q BY MR. RI SNER: Yes. So all the rest of the

stuff that goes on is not sent to the Secretary of
State?

MR. STRAUB: I'm going to object.
Objection. It goes to the form.

If I could interject, in fa ct, | think there
are two times, at least, that things are sent to the
Secretary of State.

Are you talking, Mr. Risner , about prior to
the commencement of the election? Ma ybe | didn't hear
the question, where it says the times . Obviously they
send the material after -- during the -- or after the
election is concluded, as | understan d; right?

THE W TNESS: Well, | mean, the results are
transmitted --

MR, STRAUB: Okay.

THE W TNESS: -- to us. We aggregate those
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results. Ultimately those will be re flected in the
official canvas.

| don't believe that a comp uter program is

filed after the election by any juris diction. 1 think
this statute only requires that it be filed 10 days
before.

MR. STRAUB: Okay. But what --

MR. RI SNER: So --

MR, STRAUB: But what is filed is usually a
database file? Isn't that what you f olks get?

THE W TNESS: Yes.

MR. STRAUB: Okay. And when | say -- okay.
Let's get clarification.

In both cases, the before a nd after, you get
results, don't you, in the database f ile?

THE W TNESS: | believe so.

What's filed beforehand is -- is the
database, the program database for th e election and
stuff. Obviously there's no votes ta llied in there
yet.

Q BY MR RI SNER Right.
A. Because it's before the election.

But as we understand the st atute, that we
have to have that information. Just receiving the GEMS
program itself would be useless in a subsequent
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investigation of a fraud allegation. We have to have
this -- the whole election, as it's s tructured, and the
election management software and data base have to be
filed by each jurisdiction ahead of t ime and held in
escrow, to be used only in the case o f fraud
allegations.

Q BY MR. RI SNER: Okay. So Pima County --
let's say Pima County has -- we use 1 600 ballot forms.
That, in essence, is the layout for t hat election;
correct?

A. Correct.

MS. SHI PMAN: Just a minute. Let me pose my

objection that it's beyond the scope and form.

Q BY MR RI SNER: And then as they've built
that election, the -- that layout is sent to the
Secretary of State.

But none of the information afterwards --
that would include all of the queries , all of the
backups and all of the subsidiary .gb f or whatever is
formed -- is never sent to the Secret ary of State,
pursuant to your requirements?

MS. SHI PMAN: Same objections.
THE W TNESS: Pursuant to the statute.
Q BY MR, RI SNER: Is that right?

A.  Yes.
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1 Q Is that correct?

2 A. That's correct.

3 Q You know, | need to apologize, but | -- | was

4 going to ask you something that you m ay have -- | may
5 have asked you before, but | -- you u sed the term --
6 MS. SHI PMAN: You'll apologize this time?

7 MR. Rl SNER: Huh?

8 MS. SHI PMAN: You're going to apologize this

9 time?

10 MR. RI SNER: Yes.

11 MS. SHI PMAN: Why this time?

12 Go ahead. That's rhetorica l.

13 Q BY MR RI SNER: You've used, again, the term

14 “"mimic" an election, and | -- | -- yo u know, I -- | --
15 [I've seen animals that can, like, cha nge colors and
16 mimic their background, you know. I' ve seen that kind
17 of stuff. And I just don't understan d that term in an

18 election context.
19 MR. STRAUB: | believe it's been asked and

20 answered.

21 Q BY MR Rl SNER: What do you mean by that?
22 MS. SHI PMAN: Obiject to form.

23 THE W TNESS: It's a lay term that | use

24 personally to describe this, as | und erstand it.

25 Perhaps it's not the best term to des cribe security
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vulnerability. "Duplicate" may be a better term. But
there's just no magic to that word ot her than it's
simply a word in Joe Kanefield's voca bulary.

Q BY MR, RI SNER: Incidentally, in this case,

did anyone ever give you the declarat ions from
Thomas W. Ryan and Thomas P. Ryan?

A. | believe we were provided the declaration of
Tom Ryan from Pima County.

Q Yes.

MS. SHI PMAN: Is there more than one?
MR. Rl SNER: There's two Tom Ryans.
MB. SHI PMAN: All right.

MR RI SNER: Yeah, Tom W. and Tom P.
MS. SHI PMAN: All right.

THE W TNESS: That's really confusing.

Q BY MR. RI SNER: So | don't want to burden the
record by marking this as an exhibit, but I think you
ought to have it -- he's a lawyer com puter expert -- to
the extent that it's useful to your a gency.

A. This is the Tom Ryan from Ohio?

Q Yeah.

A. And then there one's that -- our Tom Ryan.

MR STRAUB: Mr. Risner, | note that the time
is now about seven minutes to 1:00. You've spent well
over two hours questioning the witnes s. ljustwant to
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reserve some time out of the four hou rs to ask some
questions on re-direct of the witness

MR RI SNER Okay.

MR, STRAUB: And at 1:06, we are at
four hours.

MS. SHI PMAN: By my calculation, that's being
generous. At a quarter after 1:00 -- that is,
accounting for all the breaks -- is f our hours.

MR STRAUB: | would concur with that.

MR, RI SNER: Well, | think it's probably

1:20, but --

MR, STRAUB: I'm sorry?

MS. SHI PMAN: You'll have to account for that
five minutes, if it's worth it to you

MR, RI SNER: If | could just have a moment.

(Recess from 12:52 p.m. to 12:53 p.m.)
MR. Rl SNER: | think I'm done.
MR, STRAUB: Very good.
EXAM NATI ON ( Furt her)
BY MR STRAUB:
Q Mr. Kanefield, | have a few questions for
you.
Mr. Risner questioned you a bout how -- |
think it's nine counties used Phil an d Cindy Doyle's



153

1 firm for setting up ballots.

2 MS. SHI PMAN: Obijection, form.

3 THE W TNESS: | didn't know the exact number,
4 but | think it's probably around that number.

5 Q BY MR STRAUB: Yeah, | don't want to put

6 words in your mouth, but it's -- it's a substantial
7 number of the 12 Diebold counties tha t rely on this

8 firm; would that be correct?

9 A. | believe that to be the case.

10 Q Andif -- is it the Secretary's concern that

11 anyone having access to those databas es for those

12 counties not have substantial informa tion about how the
13 elections are set up for the other re maining counties

14 that use this company?

15 A.  Yes.

16 Q Andis it also the Secretary's concern that

17 information potentially released by P ima County could
18 also affect or subject elections in t hose counties,
19 those other counties that use the Die bold equipment,

20 subject them to a potential risk?

21 A.  Yes.

22 Q Ithink we may have read that Pima County no

23 longer uses modem transmission from t he precinct

24 optical counters back to the central tabulators. Do

25 you know if the other counties contin ue to use the
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modem?
A. | believe they do.
MS. SHI PMAN: Obiject to form.
Go ahead.
THE W TNESS: | believe they do.
Q BY MR STRAUB: And Mr. Risner asked you --
you know, | think he made some respon se in terms of
ability to -- to access the -- the ce ntral count server
as arisk. Is it also true, though, that if one could
access merely memory cards or access a modem
transmission, that there would be a r isk to the
security of elections?

MS. SHI PMAN: Same objections.

THE W TNESS: Memory cards, yes. Modem
transmissions, possibly. | guess it depends on the
modem connection itself.

| think it's important to n ote that the
transmission of election results from a precinct via
modem to the election headquarters -- which is
apparently no longer being done in Pi ma County -- that
the memory card itself remains attach ed and that there
is a separate audit of the report gen erated by the
precinct counter already required.

So while | understand that this was done in
the name of security, I'm not -- we'r e not sure what --
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how that really prevents anything, be cause there's
already an audit that occurs, and, if anything, would
slow down the results of the election that the public
so desperately wants on election nigh t.

Q BY MR STRAUB: Do you know whether the
database also is a -- do you know whe ther the database
contains the modem numbers for the pr ecinct machines
and also contains inscriptions?

A. | believe that's the case.

Q Inreferring to Exhibit 4, Mr. Risner

referred you to the paragraph, again, immediately under
the heading "Filing of Computer Elect ion Programs With
Secretary of State." And he noted in his question to
you that the first sentence starts wi th the words "an
election program" and compared that t o the language in
16-444, which is the definition of "c omputer program."
Can you tell me whether or not does the
Secretary of State, in this context, reads these to be

typically the same?
A.  Yes.

Q You indicated in response to Mr. Risner's

guestions that it might be important to examine the
contents of the database to see if th ere was anything
that occurred -- anomalous that occur red during the

course of the election. | believe yo u've responded
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numerous times that there are other m onitoring
interests as well, but are you aware that one can alter
a database in such a way that it chan ges not -- in
other words, how -- here's what I'm t rying to get at.

Does the Secretary of State view the
monitoring of databases as a really e ffective means of
auditing an election?

MS. SHI PMAN: Object to form.
Q BY MR, STRAUB: If you know.

A.  Well, I don't know. I'm not prepared to make

an official statement on behalf of th e Office with
respect to that question, | -- | thin k, other than to
say that the auditing mechanisms that are in place
right now and the security measures, we believe to be
more than adequate when it comes to p rotecting the
election integrity and security of th e election
process.

Q Do you think having the ability to randomly
sample and audit the actual ballot ca rds from all of
these machines is an effective tool t 0 ensure against
election fraud?

A. Yes.

Q Allright. And justto be certain, you
answered a question from Mr. Risner a bout 16-445 . |

guess that's the statute that require s the various



157

10

11

12

13

14

15

16

17

18

19

20

21

22

23

24

25

jurisdictions, the various counties, to forward to you
the programs and databases. And the best way that you
answered it is it requires programs a nd databases to be
sent to the Secretary of State's Offi ce prior to an
election.

And again, | just want to b e certain that in
the GEMS world, databases would inclu de those files
with the .mdb and/or .gbf extensions?

A Yes.
Q Inthis regard, | think, from talking to
Mr. Moffatt, my question to you may h ave implied a -- |

may have made a mistake.

What is required to be sent to you is what
you would approve after the logic and accuracy tests
that precede the election and the cou nty starting to

send ballots to the voters; correct?
A.  Yes.
Q And that part of the database contains all of
the information that sets up an elect ion?
A.  Yes.
Q What you get back after the election is the
election results, and not the whole d atabase system; am
| correct in that?
A. That's my understanding.

Q Okay. Itwas my mistake and | appreciate you
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1 clarifying it.

2 Would political parties hav e anything to gain
3 by understanding the internal working s of an election

4 system if they had an agenda or an ob jective to affect

5 that election?

6 MS. SHI PMAN: Obijection, beyond the scope,

7 and form.

8 THE W TNESS: Well, | think --

9 MR. Rl SNER: | might say that the

10 Democratic Party has an agenda to aff ect all elections
11 favorably where the Democratic Party has candidates.
12 So we do have an agenda for a favored outcome.

13 THE W TNESS: | think that was probably what

14 |was going to say. | mean, politica | parties, by

15 definition, are advocacy groups with a set agenda to
16 advocate the election of individuals affiliated with

17 that party.

18 Q BY MR. STRAUB: But the question was

19 really -- obviously, we all have an i nterest in

20 influencing the electoral process, bu t our methods
21 should pursue a legal manner in which to do so --
22 A, Yes.

23 Q -- and not a fraudulent one.

24 But is there still an incen tive for

25 persons -- to guard against persons w ho have interest
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in actually affecting the outcome of
at least with respect to those?
MS. SHI PVAN:
THE W TNESS:
last paragraph of Secretary of State

Chairman --

Q BY MR STRAUB: Elias?

Same objections.

the election,

I think | would cite to the

Brewer's letter to

A. -- Elias dated March 17, 2008, which is

marked as Exhibit 6, where she notes
parties do indeed play a very importa
instrumental -- I'm not reading exact
summarizing what | think she was sayi
instrumental role in the election pro
defined by statute, but that -- but t
obviously there's a limit to that, be
individuals do have an agenda, do wis
outcome to be determined in a certain
obvious reasons, the ability for thos
access certain sensitive components i

needs to be eliminated.

Q If I could just have one moment.

Oh, earlier in your testimo

was in response to somewhere when Mr.

talking to you about Exhibit 7, the i

had responded that there are vulnerab

that political

nt, critical and

ly, but I'm

ng -- an

cess as carefully
here is --

cause these

h the election
way, and for

e individuals to

n the process

ny -- | think it
Risner was
Beta report -- you

ilities in the
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system, and that, therefore, you need to have physical
security of all components of the ele ctoral process.
Am | stating your testimony correctly?

A. Yes.

Q Now, would that also include access,
unlimited access, to election databas es?

A.  Yes.

MR, STRAUB: Thank you. | have no further

questions of this witness.

EXAM NATI ON ( Furt her)
BY MR Rl SNER:
Q Yeah, I've got a couple here.
You were asked about a memo ry card. And how
would there be any increase in risk t 0 a memory card

from access to past election data?

A.  Well, as | understand it, it would be the
same risk that we've discussed previo usly, which is
those cards are programmed off of the same GEMS
database that the ballots and everyth ing else are and
if someone had the ability to program one of those
memory cards, predicting a future bal lot layout, was
able to -- to get that card into an o fficial system,
presumably they then could potentiall y, obviously,
raise a security issue.



He is very wrong. The
card could be used as a
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Q Well, you -- you have procedures on how
they're supposed to protect memory ca rds, and that's
extremely important; right?

A.  Yes.

Q And the -- but | don't understand, again,
precisely knowing -- you understand t hat we're not
talking about access to any data duri ng the election.
So by a political party having access to data from a
past election, how does that increase any risk dealing
with a memory card?

MS. SHI PMAN: Obijection, form.

THE W TNESS: | don't think the memory cards
create as much of a risk because the memory card would,
by definition only, be associated wit h a specific
precinct.

But | think the same analys is would come into
play in terms of using the data from a past election to
create the potential to then manipula te a card that we

introduced into a precinct in a futur e election.

Q BY MR. RI SNER: "A future election"? You

mean, like, say, you got one in 2008, it would help you
in 2010?

A. You could use the information -- again, |
keep going back to the Court findings that these

databases could be used to build, to mimic, duplicate,
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1 however you want to describe it, a fu ture election.

2 And those with access to the GEMS sof tware could then

3 use that information to program memor y cards.

4 Of course, they would have to be introduced

5 into the machines themselves, which s hould never happen
6 and not be able to happen, but that w ould be a

7 possi- -- theoretically a possibility

8 Q Are you aware of any historical incidents in

9 the United States where a political p arty has printed
10 fake ballots and tried to insert them into a computer
11 system?

12 MS. SHI PMAN: Obijection --

13 MR, STRAUB: Objection, it's beyond the

14 scope --

15 MS. SHI PMAN: -- form.

16 MR. STRAUB: -- of cross or re-direct or

17 whatever.
18 THE W TNESS: I'm not aware.
19 MS. SHI PMAN: Just beyond the scope of this

20 deposition.

21 Q BY MR RI SNER: And the -- well, you know the
22 question about an incentive for a pol itical party to do
23 something? Political parties go ony ear after year,

24 don't they?

25 A. Yes.
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Well, let me qualify that.
Q Sofar? If they don't --
MS. SHI PMAN: Objection to form.
THE W TNESS: As a matter of fact, we had
four political parties recognized in 2000 that no
longer exist.
Q BY MR. RI SNER: All right.
A. So they don't continue in perpetuity. They
have to --
Q You're right. The Whigs are gone.
A. The Democratic Party and the Republican Party
have enjoyed a continued recognized s tatus on the
ballot and official state recognition as a result of
the vote counts in the elections in t he past.
Q And would you agree that the incentive for
them to have a good reputation is mor e important than
any particular election?
MS. SHI PMAN: Obijection, beyond the scope.
THE W TNESS: | hope I've not said anything
to lead you or anyone else to the bel ief that we have
any mistrust of parties or believe th at the
representatives of our state recogniz e parties that are
in any way acting with -- with an age nda that's
anything but sincere. And I'm -- and if | said
anything to that effect, | hope you u nderstand that
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that should never have been said.

We, very clearly, said that
political parties have a very importa
the election process and we are in no
of some kind of a -- of a criminal ag
elections. We don't believe that's t

It's simply a matter of clo
potential vulnerability that might ex
unauthorized individuals -- even thou
political party representatives -- ha
sensitive information. We don't thin
policy. We don't think it's the poli
the laws of this state. We would --
advocate against that.

MR Rl SNER

guestions.

| can tell you that our pol

Pima County very much would like for

State to be more involved and to work

Secretary to deal with what are, in f
risks and not imaginary risks designe

misdeeds.

we believe the

nt role to play in

way accusing them

enda to manipulate

he case.

sing off any
ist in having
gh they're

ve access to
k it's a good
cy reflected in

and we would

| don't think | have any further

itical party in

the Secretary of
with the

act, real security

d to cover past

MR, STRAUB: Object, and move to strike that

as not a question.

MS. SHI PMAN: Exactly.
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MR Rl SNER: That's all.
THE W TNESS: Is he under oath?
MR, STRAUB: No.
And at this point, you don' t care; right?
MS. SHI PMAN: Yeah.
MR, STRAUB: Thank you all very much. Thank
you for making this facility availabl e to us. Thank
you very much.

(Off-the-record discussion. )
MR. STRAUB: Ms. Chapman has raised the issue
of reading and signing the deposition . Here's my issue
with respect to this, is that Judge M iller wanted this
deposition filed with him no later th an Friday, the
18th.

M5. SHI PMAN: Okay.

MR. STRAUB: And | --if it can be
accomplished -- | don't know, you kno w -- quickly and
Madam Court Reporter can get a copy t o your client or
not -- but | won't insist on signatur e.

| don't know if Mr. Risner will insist on it

or not.

MS. SHI PMAN: Just so long as we have the
understanding that it has been filed without our having
reviewed it --

MR, STRAUB: Yeah.
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1 MS. SHI PMAN: -- or mailed any corrections.
2 MR, STRAUB: | think we're off the record
3 now.

4 (2:23 p.m.)

JOSEPH KAN EFIELD
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16-445 Filing of computer election programs with secretairgtate

A. For any state, county, school district, spediatrict, city or town election, including
primary elections, utilizing vote tabulating descas provided in this article, there

shall be filed with the secretary of state at l¢astdays before the date of the election a
copy of each computer program for each electior. Sécretary of state shall hold all
computer program software filed pursuant to thegisa in escrow for three years. The
secretary of state shall securely destroy the swéviled pursuant to this section on the
expiration of the three year period.

B. A copy of any subsequent revision of the compptegram shall be filed in the
same manner within forty-eight hours following tiegision.

C. Any tape or disc used in the programming or ajy@n of a vote tabulating device
upon which votes are counted and any tape useshipiting vote totals shall be kept



under lock and seal, and if there is a retallyates, the officer entrusted with the tapes
or discs shall submit his affidavit stating thagytrare the tapes or discs, or both, used in
the election and have not been altered.

D. All materials submitted to the secretary ofetsttall be used by the secretary of
state or attorney general to preclude fraud oruanrigwful act under the laws of this
title and title 19 and shall not be disclosed @rdufor any other purpose.

E. Each program tape or disc or any other matsubinitted to the secretary of state
shall be returned to the county, city or town witkix months after the close of the
election for which it was submitted except:

1. When a court ordered recount is pending.

2. When a restraining order is in effect. Bill, does this mean that the

SOS office should have not
sent the tapes to Pima County
while the case was going on?
John

3. When any other legal action is pending.

IN THE SUPERIOR COURT OF THE STATE OF ARIZONA
IN AND FOR THE COUNTY OF PIMA

NO. C2007-2073

MOTION FOR ATTORNEYS’ FEES

Assigned to:

Hon. Michael O. Miller

Pursuant to A.R.S. § 39-121.02(B), the plaintiffves the court for an order awarding
attorneys’ fees and other legal costs reasonablyiied in this public records case.

Attached to this motion are declarations by WillidnRisner and S. Leonard Scheff,
and a summary of contemporary time records. Cagiéise original time sheets will be
turned over to Defendant.

|. Attorneys’ Fees Pursuant to A.R.S. § 39-121.02.



The reported cases in Arizona discuss attornegs ifie Public Records cases under the
version of the statute that required a court td fimat the public custodian “acted in bad
faith or in an arbitrary or capricious manner.”2006 the Legislature re-wrote the
attorneys’ fees provision of A.R.S. § 39-121.02ahhnow reads as follows: A.R.S. §
39-121.02(B)

B. The court may award attorney fees and othel laugts that are reasonably incurred
in any action under this article if the personkseg public records has substantially
prevailed.

Nothing in this paragraph shall limit the rightsasfy party to recover attorney fees
pursuant to 8 12 341.01, subsection C, or attofeey, expenses and double damages
pursuant to 8§ 12- 349.

The new standard requires that the plaintiff haatdtantially prevailed.” Since the
court has determined that the election data sdngRima County’s largest political
party were public records, a large portion of whach now in Plaintiff’'s possession it
is quite clear that the plaintiff substantially yaéed in this lawsuit.

The Federal Freedom of Information Act (FOIA: 5 ICS§ 552(a)(4)(E)) uses the
same “substantially prevailed” term and has beerstlbject of many cases interpreting
the term since the 1974 amendment that addedritetia to the FOIA statute. In
Church of Scientology of Californiav. U. S Postal Service, 700 F.2d 486, 490 (ir.
1983) the circuit court ruled that in determiningether a plaintiff had substantially
prevailed the district court should determine: ‘{@)ether the Church’s suit was
reasonably necessary to obtain the information;(@phdhether the suit had a
substantial causative effect on the release ofitlcements in question.”

The federal case @rooker v. United States Parole Commission, 776 F.2d 366, 367 {1
Cir. 1985) provides a good summary of the fedamgislative history of FOIA. The
original senate bill had contained specific crador attorney’s fees that were later
eliminated from the bill but, nonetheless, werendee useful in evaluating factors to
use in discretionary attorney’s fees awards.

The Senate criteria referred to are those thablead included in the Senate version of
what has become § 552(a)(4)(E). The conferencditutbseliminated the criteria from
the statute, but the conference report on therulltates that Congress nevertheless
intended courts to consider such factors in exegitheir discretion on the issue of
attorney’s fees.

S.Conf.Rep. No. 1200, 93d Cong., 2d Sesprinted in 1974 U.S. Code Cong. &
Ad.News 6267, 628%ee Crooker v. United Sates Department of Justice, 632 F.2d at
922;Bluev. Bureau of Prisons, 570 F.2d at 533 uneo v. Rumsfeld, 553 F.2d 1360,
1364 (D.C. Cir. 1977).



These four factors, which we consider separatdiyvheare: (1) the benefit of the
public, if any, derived from the case; (2) the coenonl benefit from the complainant;
(3) the nature of the complainant’s interest inrb@rds sought; and (4) whether the
government’s withholding of the records had a reabte basis in law.

Education/Instruction, 649 F.2d at 7Crooker v. United Sates

Department of Justice, 632 F.2d at 922. As we natdra, these are not airtight,
independently indispensable prerequisites. Whilthaeexclusive nor binding on this
court in its evaluation of the Arizona statute émeimerated federal factors provide a
useful framework for analysis.

1. Benefit to the Public. Few issues are more iti@pdrto our democratic system than
accurate and transparent elections. Our social aomg dependent on acceptance of
majority decisions. The provision of election detat confirms the accuracy of
elections is important as would be data that reveasconduct. The mere fact that data
will be disclosed will no doubt serve as a sigmifit deterrent to election fraud.

2. There is no commercial benefit to the plainflifis lawsuit has been a major effort
for the Pima County Democratic Party. The plaimititical party has acted in its role
as a protector of the voting process as providedrultitude of election statutes in
Arizona.

3. The plaintiff's request for election data was thsult of its several year effort to
improve election security through both physicalusigg and auditing procedures. The
ultimate beneficiaries of this effort are the peopt Arizona and every political party.
The plaintiff asserts that the government itseH sgnificant beneficiary of enhanced
public confidence in the election process.

4. The government’s withholding of these publicorgls did not have a reasonable
basis in law. For example, the County argued tiedd records were not public records
when they met every definition of public records. the court itself noted, Bryan Crane
did not retain election data as a “hobby.” Noneatkg] the County never conceded, not
even in closing argument, that these were pubdorgs.

ll. Attorney Fees, Expenses and Double Damages Puemt to A.R.S. § 12-349.

One of the changes made by the Legislature irD@% Zhanges to A.R.S. §
39.121.02(B) was to specifically note that “nothinghis paragraph shall limit the

rights of any party to recover... attorney feeqemses and double damages pursuant to
§ 12-349.78§ 12-349. Unjustified actions; attorney fees, expsas and double

damages; exceptions; definitions.

A. Except as otherwise provided by and not inconsistéh another statute, in any
civil action commenced or appealed in a court obrd in this state, the court shall
assess reasonable attorney fees, expenses amel cautt’s discretion, double damages



of not to exceed five thousand dollars againsttemreey or party, including state and
political subdivisions of this state, if the atteynor party does any of the following:

1. Brings or defends a claim without substantiatification.

2. Brings or defends a claim solely or primarily éelay or harassment.
3. Unreasonably expands or delays the proceeding.

4. Engages in abuse of discovery.

B. The court may allocate the payment of attorney &eeng the offending attorneys
or parties, jointly or severally, and may assegsiusge amounts against an offending
attorney or party.

C. Attorney fees shall not be assessed if after fialngaction a voluntary dismissal is
filed for any claim or defense within a reasonabyitee after the attorney or party filing
the dismissal knew or reasonably should have krinanthe claim or defense was
without substantial justification.

D. This section does not apply to the adjudicationiwif traffic violations or any
proceedings brought by this state pursuant tolBle

E. Notwithstanding any other law, this state and paltsubdivisions of this state may
be awarded attorney fees pursuant to this section.

F. In this section, “without substantial justificatiomeans that the claim or defense
constitutes harassment, is groundless and is nd¢ miegood faith. Added by Laws
1985, Ch. 225, § 1. Amended by Laws 1986, Ch. 8§60,

The plaintiff asserts that the defendant has defékis claim without substantial
justification, has unreasonably expanded or delalyegroceeding and has defended
the claim primarily for delay or harassment. Puntia A.R.S. § 12-349(A) the
provisions of that statute are applicable “if th®@aney or party does any” of those
enumerated things.

It is apparent that this case has been defenddueb@ounty without substantial
justification. The defendant’s refusal to conceduat the election data is a public record
is a good example of a defense without substguséfication.

The central defense was based neither on law oty It instead on slander and
innuendo. Mr. Denker examined their “expert” flownrfrom Georgia in the following
terms:

BY MR. DENKER:

Q. Professor King, yesterday we were talking alvomtputer security, election security
issues with respect to election software. Would yayi generally, that it is important



or critical for elections officials to maintain &tr security both physical and software
computer security?

A. It's extremely important.

Q. Now, | believe some of the reasons that we akked about related to related to
issues such as being able to use information inl&t&base, not just to steal votes or to
change votes, but simply to sow chaos. Is that - -

A. | believe that was the testimony yesterday.

Q. And | think Bryan Crane testified to that. Irtkiyou said it was mayhem or
something to do with that. In Pima County todayaé wanted to sow that type of
chaos, if you wanted to make it appear that présinad been misassigned, or
whatever these various possibilities are, what dgolu need in order to sow that type
of chaos in Pima County. (Testimony of Bench Ticember 7, 2007: 2:11-25; 3:1-
2) In spite of the centrality of the “chaos and ey’ defense, absolutely no evidence
was introduced that the plaintiff or anyone in toeintry harbored such an intent. The
above quoted testimony was not taken out of confaxth nonsense was central to the
County’s defense. The best person to sum up thedBde&Supervisors’ defense is Tad
Denker who made their final argument doing just.teMr. Denker’s own words:

But when we’ve got what's probably the most seriosis is this idea of mayhem and
chaos. | believe Dr. King used the idea of chaasMn Crane said, well, you know,
said there’s mayhem.

The fact of the matter is there are people ouethdro have an interest in discrediting
the system. They have an interest in discreditiegatdministration. They have an
interest in discrediting the electoral system. Thaye an interest in discrediting
particular vendors. And this job is possible buttih requires the GEMS executable
and then it requires one of two things: It regsiitiee insider or the mdb file from the
target jurisdiction. There’s plenty of testimonytims case that what we've got GEMS
executable files in the wild. So the question s, taey going to get an insider or are
they going to get an mdb file from this jurisdigtThat's the question. And that’s
what's on the line right now. They get this mdie fiall the pieces they need to put
together an attack that will help to discredit eystem. And whether that means our
local system or the system nationally, that iscaexirisk, and that is what is at stake.

(Transcript of Bench Trial, December 7, 2007: 1042%; 145:1-13)

It is profoundly unfair to the plaintiff politicadarty to incur hundreds of thousands of
dollars of fees and expenses only to ultimatelgdigronted with slander and
delusions. Our law provides a remedy for this ebdefense and the remedy is A.R.S.
8 12-349 which our Legislature has wisely madeexiig provision of the public
records laws through A.R.S. § 39-121.021(B).



The plaintiff respectfully requests that the capprove reasonable fees incurred on its
behalf as it has sought to obtain public recordsngfully withheld from it.
RESPECTFULLY SUBMITTED this ___ day of April, 2008.

RISNER & GRAHAM

William J. Risner
Attorney for Plaintiff



